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Cyber fraudsters target Senior Citizens as =
they are more vulnerable to online
financial frauds in the present digital era.
This booklet aims to enable senior
citizens to recognize scams, protect
personal information and emphasizes
usage of strong passwords, multi-factor
authentication. The aim is to make senior

citizens aware regarding not to share

S

sensitive information like PINs or OTPs

\ over the phone or internet. 4
SO 4

’-------_~

L T rrrrr .

AN

on how to stay safe online and covers topics
like social media safety, avoiding cyber
frauds, protecting personal information,
safeguarding themselves against cyber
bullying & reporting cybercrimes. The aim is
to empower women folk with knowledge
and best practices to navigate the digital
\ Wworld securely. 7
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For Children, this booklet aims tcm);“.-
educate regarding safe online
practices, creating strong
passwords and being cautious
about what they share online, and
recognizing potential dangers of
phishing and cyberbullying.
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"Q‘This booklet for Women provides guidance !
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Message From:

Shri Sanjay Rudra,
Executive Director

As our lives become increasingly integrated with the digital ecosystem, cybercrime has
emerged as a formidable challenge—impacting individuals, businesses, and institutions
alike. At Union Bank of India, we recognize the critical importance of cybersecurity and
have taken proactive steps to mitigate risks and raise awareness about evolving cyber
threats.

Cybercrime remains an ever-present danger, and financial scams targeting customers
are a growing concern. We are committed to empowering our customers with the
knowledge and tools they need to protect themselves, avoid falling prey to fraudsters,
and navigate the digital world safely.

This booklet is part of our initiative to build cybersecurity awareness. It provides valuable
insights into the tactics used by cybercriminals, particularly those targeting Senior
Citizens, Women, and Children, and shares effective online safety tips to help prevent
mishaps.

| encourage all customers to read this booklet thoroughly, understand the risks, and
take the recommended precautions to stay protected.

Message From:

Shri Anil Kuril,
CGM & CISO

Union Bank of India has implemented strong security measures to protect customer
data and defend against emerging cyber threats. In today's hyper connected world,
even a single vulnerability can have widespread consequences—affecting not only
individuals but entire digital ecosystems.

This booklet is the fifth in our cybersecurity awareness series, aimed at simplifying the
complexities of the digital world. It provides readers with essential knowledge to
safeguard their online presence and financial transactions. By highlighting specific
types of cyber threats—including Digital Arrest Fraud, Investment Fraud, Matrimonial
Fraud, Cyber Stalking, and Cyber Bullying—it serves as a practical guide for individuals,
particularly Senior Citizens, Women, and Children.

Additionally, the booklet outlines strategies for both prevention and incident response.
By staying informed, customers can significantly reduce their risk of falling victim to
cybercrime and better protect their financial and emotional well-being.

| urge all customers to go through this booklet and follow the cyber safety tips to
ensure a secure digital experience.
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Investment Fraud:

Scammers target senior citizens through ﬁ ]
Calls, SMS & Email in the pretext of '
investment schemes. Fraudsters pose as

financial advisors/insurance agents & try to

convince senior citizens to buy fake policies

or invest in fraudulent schemes through
malicious Links/APKs to steal their lifelong ¢ .

savings. s

Fraudsters offer high returns and too good
to be true offers with little to no risk.

Safety Tips:

4 Research the investment scheme independently through official websites or

trusted sources.
4+ Always verify the caller's credentials with the official insurance/investment

company before making any investment.

4 Always download mobile banking apps from official app stores only (Google
Play store for Android & Apple App store for Apple devices).

% Never Click on unknown links/APKs received from unverified sources.
4 Never Share mobile number, account number, password, OTP, PIN or any other

confidential details with anyone.

4 Always remember, too good to be true offers are mostly scams.

#SabkoBataoo
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Digital Arrest Tmuc{

The scammers call the victims over video calls
in Skype, WhatsApp or any Social Media Apps
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;. . &

S e U
Olllle [EENe

in the pretext of wusage of victim’s

it
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Aadhaar/mobile numbers/Bank Accounts for

illegal activities registered in their name and

intimidate them to share sensitive financial

] o]
e
o [

information or to send money in lieu of

avoiding digital arrest.

Fraudsters create law enforcement office setup §

& impersonate law enforcement officials such
a Police, Narcotics Bureau, CBI etc.

Safety Tips:

#+ Never join any video call request received from strangers for any investigation

or arrest.

#+ Avoid sharing personal information with unknown people on social media.

+ Never make any payment to strangers claiming to be from investigating

agencies.

4 If you receive any calls about arrest or investigation, visit the nearest police

station.

4+ Always remember, No Government investigating agency will interrogate or

arrest you through online calls/Skype.

4+ Always remember, there is no provision of Digital Arrest in Indian law.

#SabkoBataoo

To report any cyber crime incident call 1930 or visit www.cybercrime.gov.in
To Report suspected fraud communications received through Call/SMS/WhatsApp
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OnlineRental Fraud:

The rental scam targets elderly property

owners by monitoring popular real estate
online platforms and contacting the owners

through immediate offer for possession.

Scammers pose as army officers/Govt.

officials to establish an initial level of trust.
After gaining the trust, scammers send a UPI

QR code collect request and convince the
owner to scan the code and enter their UPI

Olle [OENe [DENe [ENe [ENe [OENe [ENe DM mﬂ

pin to receive the rental advance payment.

Once the pin is entered money is siphoned ¢

off funds from the account instead of '

crediting. Often in the name of returning

money, additional collect request is sent to

further defraud the victim.

Safety Tips:

4+ Always ask the prospective tenants to visit the property in person and execute

lease agreements.

4+ Be cautious while checking the Identity proof documents.

4+ Always remember that, QR code scanning is to send money & not to receiving
money.

+ Remember, UPI does not require PIN to “Receive money” in UPI linked account.

4+ Once the account is debited, never scan the new QR code sent by the scammer

to get refund as this may lead to further loss.

#SabkoBataoo

To report any cyber crime incident call 1930 or visit www.cybercrime.gov.in
To Report suspected fraud communications received through Call/SMS/WhatsApp

Messages visit https://sancharsaathi.gov.in/sfc/
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KYC /Aadhaar Update Fraud:

KYC (Know Your Customer) and Aadhaar update

frauds are carried out through SMS, WhatsApp,

phone calls, APKs or phishing websites.

Fraudsters send messages & pretend to be from

Financial Institutions, Telecom Companies or Govt.

Agencies. Victims are intimidated regarding
blockage of bank account, SIM cards and

Ollle DElle [DEle [DENe [DENe [DENe DENe mﬂ

discontinuation of services linked to Aadhaar l

number & incomplete KYC. Fraudster convinces

|
o [}

victim to visit the phishing site, download

BE AR
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malicious APKs to gains control of the victim’s

phone and access sensitive data like SMS (for

OTPs), banking apps, etc. to siphon off victims

money.

Safety Tips:

4+ Always update KYC via Bank branches, official bank apps and official websites only.

+ Always update Aadhaar details through authorized Aadhaar centres or UIDAI official

website.

4+ Subscribe to Bank’s SMS service to receive real time updates related to Bank

account.

#+ Never share OTPs, Aadhaar numbers, or any other sensitive banking details with

anyone over call or SMS.

#+ Never click on links/or install applications (APKs) received through social media

messaging platforms like WhatsApp, Telegram etc.

4+ Always download mobile banking apps from official app stores only (Google Play

store for Android & Apple App store for Apple devices).

To report any cyber crime incident call 1930 or visit www.cybercrime.gov.in

To Report suspected fraud communications received through Call/SMS/WhatsApp
Messages visit https://sancharsaathi.gov.in/sfc/
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Morphing &I Deepfake AI Frauds:

Scammers use morphing and Deepfake Al tools to

o 1) E-Om!

alter images of women/young girls available in

social media, job application sites etc. to blend

facial features and create fake

videos/photographs.

The morphed pictures are used by scammers for

blackmailing the victims, creating fake online

profile, sexting, sex chats, pornographic content,

nude pictures etc., Morphlng damages the
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to blackmailing by fraudsters.

Safety Tips:

4+ Avoid sharing personal pictures/content in social media accounts.

4 Always enable your security and privacy features on social media accounts.

4 Always enable multi-factor authentication with strong passwords for all social

media accounts.

4 Never accept friend request from unknown, suspicious people on social media.

# Report any instances of fake profile or any such objectionable posts in social

media to the social media platforms (Instagram, YouTube, etc.) and law

enforcement agencies.

4 Don’t be silent, always reach out and seek help from trusted family members

and friends.

4 Always save the evidence and screen shots for reporting the incident.

#SabkoBataoo
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To report any cyber crime incident call 1930 or visit www.cybercrime.gov.in
To Report suspected fraud communications received through Call/SMS/WhatsApp
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Matrimonial Fraud:

Matrimonial fraud involves scammers who

create fake profiles on popular matrimonial

websites or social media to con women
seeking partners. These fraudsters fabricate

stories to build emotional connect and
exploit women victims for financial gain.

Fraudsters then use various pretext like

medical emergencies, Jewellery purchase,

marriage expenses etc. to requests urgent
money transfers. In some cases victims are

blackmailed with private photos/videos
creating emotional trauma, financial loss and

social stigma.

Safety Tips:

+ Avoid sharing personal pictures/content in social media accounts.

+ Always use reputed matrimonial sites with good privacy policies and use
platforms that offer ID-verified profiles only.

4 Avoid sharing intimate photos, ID documents, Bank account details etc.
4+ Always use privacy settings to control who can view your profile.

+ Never transfer money to someone you've never met.

4 In case of doubt, always reach out to the platform and seek help from trusted
family members and friends.

4 Report any instances of fraud to the law enforcement agencies.
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Cyber Stalking:

Cyber Stalkers send friend request through fake

social media accounts of people known to the

women victims. After acceptance of the request,
they repeatedly bully the victim through

unwanted contact request via email, texts,

messages etc. Stalkers often ask inappropriate
guestions, send posts or share sexual or

h“é-O Ollle [OENe [OENe [ENe [ENe m!

offensive content, abusive comments, or false

accusations to the victim. Sometimes they track

victim’s movements by following their social
media posts.

Safety Tips:

+ Avoid sharing personal pictures/content/vacation plans/address/location

through social media accounts.

+ Never accept online friend requests of unknown people through social media.

+ Always use privacy settings to control who can view your profile on social

media.

4+ Report instances of stalking to the law enforcement agencies.

4+ Don’t suffer in silence, know that you are not alone, reach out and seek help

from trusted family and friends.
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Online Gaming Fraud:

Kid access games via mobile apps, gaming

consoles, or Personal Computers. These games

are free-to-play, with option of in-app
purchases. The gaming apps always obtain

access for photos, videos, files, SMS and other
sensitive information. Children are also

incentivized to continue playing through

rewards, leader boards, and levelling up which
leads to excessive screen time and addiction.

Safety Tips:

% If children request to purchase game subscription always make sure to use

official platforms only.

4+ Never save card details to accounts while purchasing online gaming

subscription.

4+ Always ensure that your child’s accounts are enabled with multifactor

authentication and protected with strong unique passwords.

4 Always use parental controls for content & screen time limitation.

# Always check permissions requested by apps and games. Be cautious if the

app/game asks for unnecessary permissions.

# Educate your children not to share personal information such as name, age,

address, phone number, or school name with other online players.

4 Always monitor kids/bank accounts for unusual/unauthorized transactions.

4 Regularly update system/mobile software which include security patches to

prevent hacking or data breaches and enhances security.
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Cyber Bullying:

Cyber Bullying is a form of harassment which

includes sending, posting, or sharing

negative, harmful, fake or mean content

about kids by peers & friends. It may include

sharing personal or private information

about someone else related to kids causing

embarrassment or humiliation.

Safety Tips:

+ Always talk to Parents, Teacher or Guardian if someone is bothering you online.

#+ Use the block or report feature on apps and platforms to stop harassment.

4+ Always ensure that your profile is private and connect to known people only.

4+ Never share personal information like your Name, School, Address, Phone

Number, Bank Details, Photos or Videos online.

4+ Always Keep accounts safe with strong passwords and don’t share them with

friends.

4+ Always use parental controls for content & screen time limitation for your kids.

#+ Report any incident of blackmailing promptly to your parents/guardians and

the law enforcement agencies.
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