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°&l — Report Suspected Fraud Communication
(Received Through Call/SMS/WhatsApp)
(Report any suspected fraud communication received within last 30 days)
https://www.sancharsaathi.gov.in/sfc/

' Chakshu

Chakshu facilitates citizens to report the suspected fraud communications with the intention of

defrauding telecom service users for cyber-crime, financial frauds, non-bonafide purpose like
impersonation or any other misuse through Call, SMS or WhatsApp.

Few examples of suspected fraud communications are communication related to Bank Account /
Payment Wallet / SIM / Gas connection / Electricity connection / KYC update / expiry / deactivation,
impersonation as Government official / relative, sextortion related etc.

Note: If you have already lost money due to financial fraud or are a victim of cyber-crime, please

report at cyber crime helpline number 1930 or website https:/mwww.cybercrime.gov.in. Chakshu

facility does not handle financial fraud or cyber-crime cases.
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' Suspected Fraud Communication Details

ALL* marked fields are mandatory.

Select Suspected Fraud Commmunication Category @

Categor

Select Category

Select Category

KXYC related to Bank / Electricity / Gas / Insurance policy etc
Impersonation as Government official / relative

Fake Customer Care Helpline

Online job [ lottery Jgifts/loan offers
| Sextartion
Multiple automated / robo communication
| Maliciocus Llink /website |

Any Other Suspected Fraud

Complaint details
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Message From:

A. Manimekhalai
Managing Director & CEO
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Dear Valued Customers,

As digital advancements continue to simplify banking and financial services, they also
introduce new risks that require vigilance and proactive measures. At Union Bank of India,
we are committed to ensuring your safety in this evolving landscape.

This Customer Awareness Guide on Cyber Security is designed to help you recognize the
latest threats and adopt best practices to safeguard your accounts. Fraudulent tactics are
becoming increasingly sophisticated, making it essential to stay informed and recognize
potential risks before they strike. Cyber security is a shared responsibility, and we urge
you to remain updated and vigilant against cyber fraud.

Your safety remains our top priority. We are dedicated to providing secure banking services
while empowering you with the knowledge to protect yourself. This magazine is part of
our ongoing commitment to keeping our customers informed and safe. By staying
proactive, informed, and vigilant, we can work together to create a safer digital
ecosystem for all.

Thank you for your continued trust in Union Bank of India. We remain committed to
providing you with the highest level of security and support.

Stay Digital, Stay Safe!
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Pankaj Dwivedi
Executive Director,
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Dear Valued Customers,

My greetings to all. | hope this message finds you well and in good spirits.

In today’s digital world, the risks associated with online activities are constantly evolving,
and it is crucial to stay ahead of potential threats. At Union Bank of India, we are
committed in ensuring your safety by providing the necessary tools and knowledge to help
you navigate these challenges with confidence. This guide has been carefully crafted to
inform you about the some of the latest fraudulent tactics and to provide effective safety
tips to mitigate these risks.

As technology advances, fraudsters continue to adapt their newer methods, making it even

more important for you to stay vigilant. In this guide, you will find practical advices to
protect your personal and financial information, including steps to identify suspicious
activity and safeguard your accounts. By applying the tips outlined in this guide, you can
significantly reduce risk of falling victim to online scams.

We hope this guide will serve as a valuable resource in helping you maintain a safe and
secure online experience.

All the very best!

...IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII-“

. .®
...lIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII“



“IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII-...
) L
L 4

“-IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII..

Message From:

Tajvinder Kaur
Chief Information Security Officer
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Dear Valued Customers,

At Union Bank of India, we recognize that the rapid pace of technological advancement brings
opportunities, but it also comes with certain risks. Recognizing the signs of potential threats
and adopting preventive measures can significantly reduce susceptibility to online frauds.

Accordingly, Bank is sharing awareness bits on regular basis to keep our customers/stakeholders
abreast of the cyber incidents prevalent in the market. Awareness safety tips are made

available in Union Bank of India website (Www.unionbankofindia.bank.in/en/common/cyber-

security) for convenience of all.

This guide is designed to enhance the knowledge of our readers about the latest scams,
including their methods of operation, and offers key safety tips to help protect personal and
financial information. The modus operandi of the various frauds outlined in this booklet are
intended to serve as illustrative examples, and are not exhaustive.

In the latest edition of this guide, we’ve compiled essential information to help you identify
some of the latest frauds such as Digital Arrest, Fake APK, and WhatsApp Hijacking etc. and
take preventive measures.

| encourage all readers to apply the insights gained from various sources including these
booklets available in Union Bank of India website and adopt the learnings into every aspect of
their digital transactions. | urge upon all our esteemed stakeholders to remain vigilant and stay
safe by adopting smart cyber security practices.
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https://ind01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.unionbankofindia.co.in%2Fen%2Fcommon%2Fcyber-security&data=05%7C02%7Ckamble.anuradha%40unionbankofindia.bank%7C5bdac8743d0a43ea75bf08dd4bea2c71%7C3459a843494749989c9b75ca8717f4d1%7C0%7C0%7C638750191329855970%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=HDSjape0KuoiP3vWUuBMnMW2Wv5NyArO4Tvjc%2BfU2W4%3D&reserved=0
http://www.unionbankofindia.co.in/en/common/cyber-security
http://www.unionbankofindia.co.in/en/common/cyber-security
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Digital Arrest Fraud

Modus Operandi:

The victims receive calls, email or message claiming they are under investigation as their
name or mobile number has been found to be connected with criminal activities like
pornography, drug trafficking, or money laundering. The scammer threatens the victim
with arrest or legal consequences unless they take immediate action.

The victim is then instructed to call a specific number urgently to avoid a 'digital arrest.’
Once the victim calls the provided number, fraudsters impersonate officials from law
enforcement agencies such as Police, CBI, Narcotics Control Bureau or Customs. They
wear official looking uniforms similar to these law enforcement agencies and set up
backgrounds with flags, logos, and make the experience highly convincing.

Scammers then make the victim to stay on the video call in pretext of 'monitoring' and
force them to transfer large sums of money in to specified accounts.

Safety Tips:

4+ Avoid sharing your personal information with unknown people on social media.
4+ Never accept to join any video call requests received from strangers for any
investigation or arrest.

Never make any payment to strangers claiming to be from investigating agencies.
If you receive any calls about arrest or investigation visit the nearest police station.
Always remember, no Govt. investigating agency will interrogate or arrest you on
online calls/Skype.

-+ #

#5abkoBataoo
#CyberSurakshitBharat
#SatarkNagrik
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Fake Airport Lounge &2 ==
Pass App/APK Fraud

Modus Operandi:

Scammers in the name of assisting air travellers for lounge access circulate fake lounge
pass App/APK through WhatsApp at airports directing users to malicious domains such
as loungepass.in, loungepass.info, loungepass.online which are linked to scam.

Victims are tricked into downloading the app, which request for access to SMS
permissions during installation. Once installed scammers intercept victim’s sensitive text
messages such as OTP which enable them to steal money.

As these apps are not available on official app stores, it makes the take down of these
malicious apps difficult.

Safety Tips:

+ Never install Apps from links, websites or APKs received through message or

WhatsApp.
+ Always download apps from authorized app stores only (Google Play store for

Android & Apple App store for Apple devices).
+ Enable Two-Factor Authentication (2FA) wherever possible to add an extra layer of

security to your accounts.

#5abkoBataoo
#CyberSurakshitBharat
#SatarkNagrik
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Reward Point
Redemption Fraud

Modus Operandi:

29D
000

Scammers send fake text SMS/Email messages to the victims urging them to click on the
link to redeem loyalty/reward points before they expire. The group icons and senders
names in the messages is changed by scammers to make them appear legitimate. These
messages claim that the victim’s reward points are about to lapse, creating a sense of
urgency.

When the victim clicks on the link, they are prompted to download an APK file, which is
disguised as an official application or update related to reward points. By downloading
and installing these files, the victim unknowingly installs malware on their device. These
malwares then steal sensitive financial information including banking credentials,
passwords, and OTPs and help scammers siphon off money from victim’s account.

Dear Customer

Your | Net-Banking
Fake Message reward point INR 9987 Due to

ﬂ Expire Today Immediately Self

Redeem your Cash deposited now

https://t.ly/celNn

Safety Tips:

#+ Never click on links received from unknown sources without verifying their source.

+ Regularly change and keep a strong, unique bank account password.

+ Never share your personal information with unknown people over phone, SMS or
through any website if you are not sure about it.

+ Always activate two-step verification on your social media & bank accounts. This
adds an extra layer of security. 2FA requires a PIN in addition to the OTP sent to
the phone for verification.

#S5abkoBataoo
#CyberSurakshitBharat
#SatarkNagrik
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Redeem your Cash deposited now
https://t.ly/celNn
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WhatsApp Hijacking Fraud

Modus Operandi:

WhatsApp hijacking refers to unauthorized access to a person's WhatsApp account, often
through methods like SIM swapping, phishing or malware. Once someone hijacks an
account, they can read messages, send texts & access personal information. This creates
a privacy & security concern as it can lead to identity theft or other malicious activities.

Scammers call victim from unknown numbers pretending to be from WhatsApp for
account verification asking the victim to verify personal information. Simultaneously the
scammer starts WhatsApp registration process for the same mobile number.

Call based account activation option is selected by the scammer and the victim is asked
to merge the call for some security reason. As soon as the victim merges the call which is
a verification call from WhatsApp for OTP, the fraudster enters the OTP and activates the
account and the victim gets logged off from WhatsApp.

Safety Tips:

+ Be cautious while receiving calls from unknown number, in case of suspicious
behaviour such as call merger, adding other people in call, hang up immediately
for your safety.

Always set up 2 factor authentication in your WhatsApp.

Never share OTP, PIN, CVV, Password or any other confidential details with anyone.
Never give access of your device to anyone by installing applications supporting

Ll ol o

remote access features.
+ Turn off auto download feature in WhatsApp.

#SabkoBataoo
#CyberSurakshitBharat
#SatarkNagrik
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Application Fraud - o

Modus Operandi:

Scammers lure victims to apply for a free credit card without any charges and higher
spent limits on social media messaging platforms and also through unsolicited SMS.

Victims are tricked to click on links received through SMS or WhatsApp messages from
unsolicited mobile number or email to apply for a free credit card. The group icons and
senders names in the messages are changed by the scammers to make them appear
legitimate. Once the link is clicked, the victim is asked to apply for a life time free credit
card by filling out sensitive personal information or by downloading APK which are then
used by the scammer to read all messages and OTP on victim’s phone and to siphon off
money.

GOOD NEWS 94391 xxxxx, Your
EMI card XXXX9953 Can be

ApprOved. CHECK NOW- 7ky1.com/
Check Your EMI Card- 7mg5.com bel01nxInm

| Fake Messaies |

+ Beware of unsolicited SMS & WhatsApp messages as scammers often mimic
numbers of trusted sources. Always verify the sender's authenticity before

Safety Tips:

responding or clicking any links

For applying any credit card always visit bank’s official website/Branch.

Never share your OTP, PIN or any sensitive financial information with anyone.
Scam text messages often create a sense of greed & urgency, prompting
immediate action. Never fall for it. Always go through the official channels.

+ = &

#5abkoBataoo
#CyberSurakshitBharat
#SatarkNagrik
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Investment Fraud

Modus Operandi:

Forex & Jewellery i
ffu‘j 1

Fraudsters are increasingly targeting unsuspecting investors with Fake Forex Trading
and Jewellery Investment Apps promising high returns.

The scammer contact victims through WhatsApp, SMS & Telegram channel. They lure
victims with high return on investments in forex apps and show fake profit screen shots.
Once the unsuspecting victim makes an investment, the app shows high returns on
investment, but when the victim attempts to withdraw funds, the app asks to pay
additional amount for tax purposes and doesn't allow withdrawal. Once bigger
investment is done, the victim is blocked by the scammer and the money is siphoned off.

Similarly in case of Jewellery scam, the scammer lure the victims with daily return on
investment app. The profits are also credited in the victim’s account for initial few days.
Eventually, when high value investment is done by the victim, payments are stopped
immediately by the scammer, resulting in a total loss for victim.

Gold price is soaring! Earn Rs. Rs 10,300 profit booked today o

19,500 today with smart from forex trading. Stay informed e Prgﬁt das e 1S
investment moves. Stay ahead with real-time insights. 2RI, et o ekl ahs
with daily updates. https://dub.sh/hTsym5 https://goo.su/l3DZeE
https://dub.sh/BfPZk6

Fake Messages

-~ — 3
Safety Tips:

+ Always verify the credibility of any trading or investment app before engaging.

#+ Always check RBI alert list of unauthorized forex trading platforms/apps.

+ Never disclose personal financial details to unknown individuals. Always exercise
caution while engaging with people online.

+ Always be skeptical of investments promising high returns and low risk. Mostly
these are scams.

#5abkoBataoo
#CyberSurakshitBharat
#SatarkNagrik
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Fake WhatsApp DP o
Fraud

Modus Operandi

In a new trend fraudsters are using fake WhatsApp profiles to scam unsuspecting
individuals.

Initially scammers research their targets, collecting details about the victim. After careful
study, research and social engineering of targeted victims, scammers upload fake DP in
WhatsApp of Senior officers or head of the department/Organisations to whom the
victims report as subordinates in real life and who commands authority over them.
Messages are framed to demand immediate action, often under the guise of
confidentiality and urgency. As soon as these messages are received by the employees,
many of them see the WhatsApp DP of their Senior Officials/ Dept Heads and assume
that the messages have been sent by their senior/boss/supervisor from his/her personal
mobile number. Victims who fail to verify the authenticity of the message end up getting
conned and losing their hard-earned wealth or vital information to cyber criminals.

Safety Tips:

4+ Always confirm any message received from an unfamiliar number by contacting
the individual on their known number.

#+ Before initiating any transaction, verify the request with your supervisor or the
concerned person directly.

+ Regularly educate yourself about cybersecurity practices and emerging fraud
techniques.

#+ Never disclose personal financial details to unknown individuals. Always exercise
caution while engaging with people online.

#S5abkoBataoo
#CyberSurakshitBharat
#SatarkNagrik
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Wedding Invite Fraud

Modus Operandi:

Fraudsters are using fake digital wedding invitations sent via WhatsApp to spread
malware through Apk files and steal personal information.

Fraudsters are sending digital wedding invitations on WhatsApp to spread malicious APK
files disguised as wedding invitations via WhatsApp and compromise personal data.

Downloading these files infects phones with malware and grant hackers full access to the
device. This allows them to send messages, steal personal information, and even extort
money from the victim's phone without their knowledge.

Safety Tips:

+ Never click on links received from unknown sources on messaging apps like
WhatsApp, SMS etc.

+ Never download software applications/APKs from links received in WhatsApp as it
could download malicious APK file disguised as some useful application.

+ Always download Apps from authorized app stores only (Google Play store for
Android & Apple App store for Apple phones).

+ Never disclose personal financial details to unknown individuals. Always exercise
caution while engaging with people online.

+ Never download wedding invitations if you received from unsolicited WhatsApp
numbers.

#5abkoBataoo
#CyberSurakshitBharat
#SatarkNagrik
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REPORT ONLINE FINANCIAL FRAUD AT THE NATIONAL
CYBERCRIME HELPLINE NO

1930«

FILE COMPLAINT OF ANY CYBERCRIME AT NCRP:

www.cybercrime.gov.in

Report
CYBER CRIME

Toll free number

Report Suspected Fraud
Communication (Received Through
Call/SMS/WhatsApp
in last 30 days)
on

. https://www.sancharsaathi.gov.in/sfc |
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