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[ERIEEREIEEN
Tl I YR o 39 370 o AT 370 9t & 9120 S[Sd gL IE=ar
BT R g9 g ® R e ofeh Qe e W SfEa €. 59
foRTY 376 T FEHITT LT o AT (AT URT ST GOGHT 2 T
TR LA 5.

ST JEAT F T ST o TR THTa T THeRAT TR
fo wewaqUl €. S ST THTHT hT Tehighd ohid gU Hfaemedf,
FIE ST WEh-hisd o9 Ted o fow g o7 uftemer & omé at
THTHT o1 WTHS SHEAT G, Teheient (T &g FTaas 51 & 7 hae
TR IR fRIfT wotae €t afceh Uk SAferch oreiiel, Tt 37
UTeeh-ohied Sfert qrifefaent o T Forfor BT, T3 w1 STmT
i o foTT TSI bt SreifHeReT T SMEvAh § 3T THRT oo 59
gfEeRIoT o ufe quia: Tfid .

TRH1ehT IIFCT AT Y T8 JTeIHehaT, T SR faehTs o e aed o
ITTET BT ot ST TS €. YU ST T GrE hid gL ST
T ge &I WHIGeE §9 T ©id &<, T7 §ag119 FRIER e o
T o §. a1k faenty 3 ufa Godo § g <deniiere qoherr
FrfEa X U IH AT ShT FTHAT ST WTET,

Tk HaT TART U HF ©. TART A, Weeh Tqfe grargd o
qoh WA 7 g, Tesh YaT SchPal § T FHITAE T i
ST BT =1eT. TTeeh 57 &t gogar 3T 1fgdta Toherdm o 9
T AR S T STTET HIA TG a7 ek’ S e o AT
Y TH SchT UTEeh Jal YeH i o oy wfaeg &,

3TIST TH T et Telad der-tent Gearemadi sl 3TIATY, HIaRT
faerTg 1 TG € 3T UTeer Yol Y /Ieh! ohl T2 SHmgal U< of ST,
TH TR BH 3T ek 3T AR TTeeh! o eIy Teh Sowaret 37 31fureh
T wfersy o1 fmior .

ITHRMHATST Wied,
X

Dear Unionites,

[ am delighted to connect with you through this edition of
Union Dhara. I am pleased to see that the focus of this issue is
on Information Technology, and I commend the editorial team
for bringing this special edition to life.

It is vital for us to recognize the transformative influence
of Information Technology on the banking industry. To stay
competitive, efficient, and customer-centric, it is essential
that we integrate advanced IT solutions into our operations.
By committing to these technological advancements, we
not only strengthen our market position but also build a
more resilient, efficient, and customer-focused banking
ecosystem. Innovation must be at the forefront for any
organization that aims to thrive, and our bank is fully
aligned with this vision.

While we prioritize technological progress, it is equally
crucial that it aligns with our core objective of robust
business development. By leveraging our capabilities
and strategically positioning ourselves, we can achieve
sustainable growth. Our dedication to business development
will enable us to overcome current challenges and secure
long-term success.

Customer service remains at the heart of our mission. Our aim
should not only be to achieve customer satisfaction but to set
new benchmarks for excellence in customer service within the
banking industry. Through initiatives like ‘Union Sampark)
we are committed to delivering exceptional service that
strengthens customer loyalty and propels our bank toward
unparalleled success.

Let us embrace technological advancements, drive business
development, and elevate our customer service standards
together. In doing so, we will create a brighter and more secure
future for our bank and the customers we serve.

With best regards,
\\

———————

il
TP 02 o

(. wiiTaEe)
ey Frdres e R

(A. Manimekhalai)
Managing Director & CEO

" rer am, o 2020 Q)
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EDITORIAL

o argeRoT,

fafver SfeRT &t o Tarer § STer STHRT g i & TR
T I S TEd §C TH 30 et Wideh! o WHE AT

AT TR § e 1 8T Tee A &t el uRafid &1 TR,
37T o <X H S TeTAdT % {571 g T T T IS &Y o
T T, T, PR, YFFeT, SAaerdr a1 e, g e
ST oft BT, GErT STEfTeRT o ST § SEeR e gfifa e
ST HehdT §. YT qRefehaT, Tafi arfaerar St Fehearad
ek [ T L S p——
HferTe o feTT FagereT ohT ST SR Qi gei €.

STET Ueh 37T T 3T i ht gfE § T Senfent o SHT
TN 2 TR TSR GUET GHAET AT Teh TR T 51§37 ], Tt
Th1eh! o TIY-T1 a7 3TN Ffra ot geem 3f 37 ek e
Tge W R  Gefua gfaar 1o oy # uw o ufed i
Td AT T B

T9 37k ¥ SUGTH o T h o1 fqual ot == @ T @
3T o1 SeNfiTeRt & § et ¥ 87 W) deard R o &
fafiTe ShTRIEET X $Hoh TNTS o T H STEa STHehRT T&d
HT T T femam T 7.

TR TREh - Mk e o Sl oteh org v fhu 2, 3 9ferr
e T 7w fafve fawel § Sefud SeameEr SHeR! THed
TU oo SemTfere e H W ¥ I €. MK 6§ O ot
A SHf T A TR O T AT b TET 8. Sl
foroer g ot ST 310 311 & Uk AUl e/, 39§ g
TR 3 &g &H 41 SHHIT 5, T TeMad, S3ed! &
IfT SR I A €. T 37 o oTT 370 o o &9 F amefiate
TR T A1 Ueh 5!, STTereh feuTes o i oy TR =
FTA 7. T8 IHHT &1 T F 7 3G GIEHET FARHRI o T
Taa T ARTE B & FaT ¢

TH MMM oF I T <67 21 faeeien STyeh! St oI, 30
T 3% o IR H 3TYeh! TF TN eaaeq 7q 3T9eh GeiTa T oy
T 1 3937 T €, 3Ta: BN 10T afaferar o/avd o,

I,

<l
QICEIRIERE T

N TR

Dear Readers,

In continuation of our efforts to present latest information
regarding various banking sectors, we are pleased to
present the Special Issue on Information Technology to our
savvy readers.

Information Technology hasnotonlyinfluenced butchanged
every aspect of our life. In today's era, it is hardly possible
to do any work without the assistance of IT. Resources,
distance, skill, convenience, feasibility, or affordability,
whatever be the outlook, better performance can be
ensured by applying information technology. Concepts
like virtual reality, augmented reality have eliminated the
inevitability of physical presence. Simulations have proven
to be effective in introduction of new concepts.

While IT offers countless benefits in terms of time and
convenience, ensuring cyber security remains a serious
issue. Challenges related to protection and control of
unauthorized access to data and funds in tandem with
evolving technology is a dynamic and extensive topic by
itself.

Apart from the above, many other topics have been
discussed in this issue and an attempt has been made
to present latest information regarding rapid changes
in the IT sector and its impact on various areas of
banking.

We have received many articles under each topic, such
active contribution enables us to publish special issues,
duly incorporating holistic information of various subjects.
Final selection from the plethora of articles received has
been a challenging task for us. Vetting the contents of
articles is a crucial task and we express our gratitude to
Shri Umakant Sahoo, Assistant General Manager, DIT, for
extending support in carrying out the same. We express
our special gratitude to Shri Pankaj Dwivedi, Executive
Director for his blessings in the form of lead article for
this issue. We are grateful for the guidance received from
the editorial advisors, which enabled us to give a concrete
shape to this issue.

We hope that this special issue of Union Dhara makes
for an interesting read. We wish to benefit from your
opinion regarding this issue and suggestions for further
improvement, so kindly do send us your response.

Yours sincerely,

(Gayathri Ravi Kiran)



gh T wﬁﬁ@ﬁ@?ﬁ@uﬂs‘aﬁmé&rmaﬁww ﬁ@s“r,m IR ferefrar
FareTt # favy ArTe 7 Afafed STETHE wifest fa o7are § weta foam .

. TECT HEA 28 SH, 2018 § 27 S, 2021 T S o IR (ST &F T¢ W HERT &, wqom—nqo 8 ST 2021 9 T
af Y S7afy & T S & SRR AR % ¥ H [ Fgw foar T fAi 28.06.2024 T FHETEl S guIfd W S SEeT
& e &1 AR T TG FA TT A T FAR, FEWees: Ta e 7@, STefe. Y,
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SferT ToTIelt H 12 QreSiTeh

&7 & oo, 21 foft &% & o,

44 facsht d, 12 o famr o wnfee
g 9 A (Y-ov) ®@ foET &
MR W 31.03.2024 T FT 19.30%
@t gfg & WA T. 164.30 TG FUS
TET 3T SRR 13.50% @' 9fg &

d:
YRt fgadt

Y F. 206.10 G HUS Teh TGl
&7 ot 3T T et 12 aof ¥
o WX W ® 31T 31.03.2024 FH
T T 3T 7T TIHT HAT: 2.80%
AT 0.60% TT.

SféFT S F oW A ¥ 8 W@
& Y, Y &k He off Ot ¥
¢ T ¢ 3T Hameel & ol T
T T S AT B, T Uy,
fFT FRER *F foU Tw S A
ST ST TE 7. T HIE THBRT ST
T 2 Y B YR S UrErE! o
fraror foeam ST 9o, qenfy, deeTarst
& G BT A IS, TGS 6
Wﬂ‘ll‘llmﬂ%ﬂl%/(l%lmﬂqﬂdl
§ 3T et & ST B A Wi
THAE & TEREH TG B FHA
fpar ST Wb ®. WRdw fsE S
FT aftes fUd 2023-24 § M &R
T ETS! o HIHE! bl SATeher e
T R, fSH ot am % Wie-Wiy

frefafed 9o fired &

HTIUTeTeh e vTeh
fa<itar o€ 2023-24 & S AFHT I H 1 MG AT ITY ATSH A
SIETETEl hT ARIPT e &:
fa<itr = 2022-23 faiter at 2023-24
& eRETerEt aht | Hag TivT RGeSl et | Harg T
T (9T ISl W) | T (9T ST W)
AfeRTT S=NT AferTT 3=RT
HI@TIE! i He | 13,564 26,127 36,075 13,930
&
T4 4 fefSea | 6,699 227 (0.9%) 29,082 1,457 (10.4%)
CIECIEE) (49.4%) (80.6%)

TE & g ¥ OREyEl & A e
w1 ¥ fefea yam @E/£erw)
F Ao ¥ N ¥ 98 €. A F g
¥, Y@y 7 9 § FT qRhierr
(a1 Soft) # fedd =t 2.

fefoea UramwEr & a9 oW TeRl |
AT (malware) a1 fa&ew s wmfer
¥, STl o & AR ot S ©, R
(phishing), ST difsa & faxia oF-
T Y Geferd feRor < fow AR
femam ST © 3T Tepel! $-h a9 QR A
¥ ¥ 3fAfd #d ¢
UETE! i TN W HiHd 3T
F W qE T T © TR sttt
gEgel § SN (@@ (Greed),
qee  (Panic) S MM
(Unawareness)) 3fafifed e &

et (Greed) : A 3 M,
Tufy oMfE I T T TEST €. A

e W =9 afawa &1 o ditsal
& foam ¥ oW & fou Sttt gy
ST feFa ST 9Tell T B ®.

Ta@e (Panic): M dX |, @
TY/TNEE S THRHS  WEAe §
T T I I TR § I I e
ETYST XA acl & Sl § % S
®, ST 3T @M @ qEsl ¥ Weld §.
difedt & 7 H STEX hARE! o HRUT
do @ 9 7, fadt B ge @
T ST & RO fasTelt eRT S S
e T €T o7 T ST IS B,
difedt & 79 § SU/TREe 3T I
FH G AT T A q R Y I
TR a7 TaUTY el ST &

AT (Unawareness): T8 37T
EECM L GIC B i o B s S
ETYST &1 AT & IR H SEehar
T FHH % HROT ARk a5 A
HrEryel o e 8 5 ®. )
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dEmedr ¥ fwey ¥ g
el § S % fAu, §b T she
oo™ 3 I & fouw facesd
(Real Time) wa-ad frREr wfeq
%% GhT U T B, st 7 Sfaw
g ST ¥ Gefee -3 # wfery
@S A TH-GF T ST T SHehT
TaT oM 3T AEehi &1 Tod LT &
fou fafir dewmest wie s A of
TR (SUHINCACH) § T it R
& o Srmavae fam o e . gy
T TEhg, TReE SR BRI oA |

FARUH WIEM (TSTE/THTA & HTeq
q) T A 337 @ T TYF ST,
St T - 7 favamT, SeaeeE ord
AR Arehe TfeRrE ¥ SHHRI Wl
SYRSHAT o @d HT 360-TS g9 Je
F F YT Y Aehe sIfoRrm I
(TwaT) o7 off TS R ©.

rETergt fesuT U

Ui # @ frEr oy feg §, ST
q g Frefefed €.

. T R R EemE)
HeAd § 99 TET 3T ST A9 &
3 T T TS Ui

o IfYFd ITINHAT &k THUNEHIOT
F TEE FA F AU AR BT
NATTHIA (TS AN o TRA TEIE-
).

o T AMR & AW Y THIS A
FAHIA STHHRT T bl & AT a5t
Fare faeey.

o STANTHAN SIEH JHTE 3T FaER
(ST JHTUTHOT) o T2 FHUTHIT.
o T ST URiHIE F ai@ 4@
TAAd I5d I Uk o T FaX-T1Es
FATA (Sois ey sfeifrere) &
Y FH X AT &F T IR T
% fau @@ WE ¥ wWalad Seste
IR T ().

( ITIRTRAT GRT &IE Tfarer/FRam

IeTd T AR o fofg, Teias o $u.

Tl fou S0 =) f=f o ffgg 999 &
TE T ! WA gaIa.

o TITYIIST TSR T ST gt
T oI fafee .

o IWNGAl W TafareEl, geET
Taddl &1 % A I W
delX 3"ﬁT NEES Elff qedld ond éh‘
fou ufrereT § gwidt ST ST fmr
TS o €.

HraTgel afenT: WeEd Ueieyd | of
& 0T o eh 39 QA SR
ST TR §. F9 IR A9 ey M E

o fUlT THW TTHYH & TEAN
FHT 3T A TR I et e
T .

o IMfFA WA W U & AU
SRR ¥ TR feasd &l &/
T % foau feama/fm awfem &1 @y
L.

o TF-IT TSRO & fow Stfafer
HE.

o & of fearyw I ey Ry
Efy ¥ fau owgw wa 8, @ I
TETOTEROT.

o TSI ST T TRATH et
T o fdafea .

o WM 3 I TRT &7 forawor fewice
w7 § fouar S aifer viesT o @t
et ST 9.

dent W = Foreom:

o TIT AT F AW T TRUHA/
ISty & fau off gi-wg ffy
FET. T qAE-IF TN foaw U
PTAMeRA! o TSR0 o] STRTh gea
F T ¥ e srafyr X S m
[CRISIEI

o T IHT F foU AH F T
el & AT STE T Faeer forar ST
o MM 3R TIRM THTE HT THA-
T T AT STfard feram ST,

o WT F WAl F A Ll(\"lch@h
& & foy, uged (@) s fea
ST 3T 3TeET e /T A & felu
Yol HIaTge e T ST ST,

o IS oM & U THUEE Il
ST ST ST

o 3T AHT HT T F F g
faHids ¥ o9 3 faaiia T (56
iR dithe X (THUETE) FHOT
SINEERISIEIN

o frfiE S W THuHTE/E- A &
T Y et o1 frfera fevam S

o THF AN, AR L U &
®Y H UEh! T ST ST I THIOTT
F & fau fefSiea g gl sem
[ERIESIEI

T ¥ Y wifeR), SmEd-ahd
(AT e SifEw 3T @au faversor
F5), IRGE o o, YRdE d9@
T, CReTSEdd (i Hecl
AT ST W0 HT) I I
T TR ¥ GO IRET B
H ICEHERE (WS Efera
MG g fafm) aemee & Arem
¥ wEfad @ 3ed Big & fau
THITEETA (GU&T Yo 37 HaT Harer)
¥ Uasiepd fepar ST €, ST SwEm
isrg fFAR & foe fovar st

freent: s HETeSt & w9 S & foe
A &1 A IS TH v 3T
1 off T el @ i w7 9
STIATHT 3T TET AR, I JHIOTHTT
T, Rga 2139 (Real Time) &t fRHT,
s O dohe, TSheH 3T s
IfTET T UH WA Hr@rHer
JFam AT & SToRTF H0F .
e oRgw # faew & w9y,
HEYS! ¥ 999 & U FE &0 S
et TR 3T Surl i off faesfaa
forr ST =nfew, fS9@ 9 feaqument
F foau w g oK Wi fadia
Frareer gAfEa &1 T

GERTEEYYN - 1
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Pz 3pIavl 303 sniban

gderel @ fero naiier afeinn

&5 § dedter Safd 7 T8

fots T SYRAisl ot shfgd

grarett @ s fear §, fH
Y AT T T fen T e T
faow w7 ¥, shfee wWhiftr ot sifew
TEYE | T AT & SYET 39 &
H hifq o &) 8. TN T qentent &
e ¥ faie 9 T had St
Tt 3 @i fof of gong ©, afces
SfEw &1 off SEaR &7 ¥ yeEfud
o 7. A Fgd gL, AT AT AT
wferer 31T ot Isoaet S GHEATST o
T g3 fe@Ts < B
T AT Tk 3-89 €, S opeR
THIER 3} Higat ol 22T & Hreaq
¥ @ S ®, a9 @ folg
o ¥ e € Tk, WA AT & g
JHRI H GIRATESS AT, TTYRATESS
AT, ST Oemrdde @i efhe 2.
T STeATAT: 3H YR i AT
¥ Hisd & o9 I ST o A §
uftrfera feram ST ®. Shfee wRIfeT #,
I Tk BT ITAN SURHATST &
FEER St Afasam i & fau fwar
ST ®.
Aty ereIaT: TEH Hied @i
TeeRfed  TIT o AW ¥ ufferd
foren STren €, R e 3T el @i
T Yok, SIEH YEYH H, THUHT
ST SIT@H aTel GUE! i Tee i
% foru foram ST geeT &

YSIRITT FeFIT: TOH Aiee 310
frofat & oo & YR W HiEar
2. fodi & #, 58 fafue Sifem geem
TG o ST o fw w= e | oran
ST Hehell &.

g WHITTT § A9fT ;e
@I 98 e ® e wem 9

AT T AR R §. TR
hfed W@HINT Aed T& ®T
HifGTehTa qehiehl T SUIRA € &,
I fo aifsfes faem. gmifs, 3
Tied! WA T 7, S I ST
Sfed da 3T FF-ofiffeR Teel i
T | ormed B §. YA w3
T3 T UK HT I G @A
T FD TIE T5] 39 THR ¢
@Wiftr & fau smEvEe s H
SYURGAl & foawdid ST, T
e, e w@m ok o= wafuq
SR A Bt €. ST WU &
T, TY W 3 Td-JTpd fohar ST
2 ifer dise ¥ S & AU dAR &
.

Hieer TaT ST uivTeuT: qeia @
¥ fafs TR & Aied ST ®, S9
for faofar g1, Afsie gfeT wiF, ik
T AT Aied. 39 Wi & 8T |
yfetferd forem STar ® SR Sk Mewi
T FeaTehT fehaT STl .

Aieer T Yodichd A gl
yforferd wisr o1 qearen fafvs Afee
& Hegw § fear sTar ®, 9 @
Taterdr, fepfdt, T Th1-ThR. Afed
T TOE A BT I fRAT S 7
qfer SHeh! TTaeiierr T Fatehdr &l
T T G

UeA okl SUANT: Aisa ol i
FE & 918, 3U IRdfae THT H hiee
HIfAT o faw 3yam fear ST g
7. 9% WiSA T TSI HT qeATH
FAT T SN IUNSHAlSA o whied
27T T STTHT TR €.

T vererT ¥ Wi o

Wifgw uga: Sifer yeyE foxdia
g 3% Gifed fawia e § a9
T e & 8. RIS S Fae
Tl ¥ g HHW €, 3T HEiA
AT 5 AT HT T BT HT GHAT
TE &

HEH qodieh: W QT Ared &l
STANT Feh fafve et &1 gedie
fRaT ST Heha ®. IR & fow, 9oy
ST fITTuT T SUGRT I T AR
SITE™ T STTHH AT ST ehell &,
WfEw gaeaa Turifaat st faemma:
I AT qeeRl T ST
Sifen yevd & fow =8 wmifaEt =
fortd foar ST Hehar ©. ST &
1%1? YN AT ATSST T STAT FLH
AT AT T S Fw ®, S
Tt SfGHT T QEiTH HT gohe ©
AR 3% T F o I FHAE
T G T T ¢

Wfgw frrrdt et fesor: #@efe
?"lﬁ"T T ITINT hich WIIF{Q"H’ ﬁ
et o frisr foeam ST geRdT %,
M Ay ¥ fodg g fata
®Y G T SEH WEEA i FHET
FT Tohd 7 I SATAHATIR 3T

Ol § Seale Y G ©.

B i) ﬂﬁ"T & T AR AT
TR 3ffyer  Tdter  wfqsgaforar
F | GeH B ©, iR F S T
3T - Faei »hT Ihe Fehd
T, YT T Afed oSt ¥ 9 o9
T BT T faveimor T gehd 7, e
fasa g oSt 9 fof o g 7.
YT AT JehIeht T STEM Oh‘\ch)

QR v iz



(ﬁ ufharell o WETfaa fowar S
gohar 2, EE amdE IfTa & FA
foFor ST TeraT & SR & WQR S
Fehdt €. AN ST wiee FRaT die
3T GURA § 9§ T 7, S S
T qO & Q1Y Al BIaT S ®.

Aied H Ferhar 8T H oTE W
fft et €. sufeT, 3= o At
33T T TIE 3R To-TEHT TIvIh
2. i @ died & ST % fau
fafuer T 3R & & fame o &
I IUCH BT ETIF §. WY
AT Aige ol Sfeadl o SRl 3%
TUEAT 3T ITeh! AT HAT FHST o
e . ferir St 7 gRfE e
BT foF SeF Hied TRl 3K yadH
7. AT Atee 3 3T ST & fay
ST T LA GAET A SEYEE ®,
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You need You to fix You

You are the puzzle, you are the piece
Broken and shattered, in a world of release
You need you to fix you, to make yourself whole
But you are not fixed enough, to take control

Your hands are shaky, your heart is sore
You're searching for answer, on a distance shore
You're trying to rise, but you're stuck in the fall
You need a lift up, to stand tall

You need you to fix you, to polish and refine
To tap into your greatness, and let your spirit align
With every step forward, you'll find your footing strong
And though the journey is long you'll rise where you belong

But here’s the truth, in this darkest night.
You are the light, that can shine so bright.
You are the power, that can break the chains.
E_IYou are the strength, that can rise above the pains

So take a moment to recharge, to refocus and renew
To tap into your inner strength and let your greatness
shine through
You need you to fix you, but you are not alone in this grind
Within you resides a latent power, that'll make you
succeed in your mind

Remember, you are not broken, you are just bent.
And with every step, you can rise and ascend.
You need you to fix you, and that's okay.
Because in the end, you'll find a brand new way.

Suraj Dan Kerketta
UMFB Sambalpur
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Where You Belong

I've often wondered, where do [ belong?

['ve often wished that I too have a sweet song
To sing aloud in sync with the melodies that play
Around me, be it night or day
Wherein everyone I meet has a story to tell
Be it in words or an unspoken perception that
silently sells
The ideas of enormous abundance and past

Against which one hardly stands a chance, [ must
admit in all candor
All T have is but isolated instances of being part

The sublime feeling was as transient as lit up

The sense of self is now nothing more than a

feather in flight
Which may land wherever taken by the gusty
winds’ might
Perhaps the sense of belonging is proportional to
one’s weight
Hence plentitude should always be the only thing
projected on your clean slate
Perhaps then we can belong somewhere
In this glorious world that we all collectively

R.O., Ernakulam

share.

Sneha Nair
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Leveraging Internet of Things (loT)
tn Banking Sector

Introduction

The term ‘Internet of Things’ was
firstly coined in 1998 by Kevin
Ashton at the Massachusetts
Institute of Technology (MIT) .The
Internet of Things (IoT) refers to a
network of interconnected physical
devices, objects, or things that are
embedded with sensors, software,
connectivity  capabilities,
allowing them to collect and
exchange data over the internet.

and

The Internet of Things (IoT) is a
transformative technology poised
to revolutionize various industries,
including banking. By leveraging
[oT devices, banks can significantly
enhance operational efficiency,
improve customer experiences,
and introduce innovative services.
However, adopting IoT also brings
challenges, particularly in security,
privacy, data management,
regulatory compliance. Despite
these challenges, the BFSI industry
can reap substantial
from loT-driven digitalization,
such as a comprehensive client
perspective, enhanced financial
security, effective fraud detection,
and advanced insurance strategies
thereby they can exceed customer
expectations and deliver superior

and

benefits

service.

Opportunities

Using IoT offers several business
opportunities for organizations
across various industries, including
the following:

Enhanced Operational Efficiency:
IoT can help optimize processes,
automate tasks, improve
efficiency. By connecting devices
collecting data,
businesses can gain insights and
make data-driven decisions for

and

and real-time

operational improvements, cost
savings, and resource optimization.
For example, connected
sensors can monitor equipment
performance, enabling predictive
maintenance and  minimizing
downtime. Automated processes,
such as inventory management, can
streamline operations and reduce
Additionally, IoT-enabled

data analytics can facilitate efficient

costs.

resource allocation and decision-
making.

Improved Customer Experience:
[oT enables businesses to deliver
personalized and seamless
experiences to customers. Through
connected devices,

can gather data on

businesses

customer
preferences and behavior, enabling
them to tailor products and
services, provide proactive support,
overall customer

and enhance

satisfaction.

New Revenue Streams: [oT opens
opportunities for new business
models and revenue streams. For
example, can offer
value-added services, subscription-
based models, or data-driven
insights based on loT-generated
data. Additionally, IoT can enable
businesses to create and monetize

companies

innovative products and solutions.

Product Innovation: IoT enables
the development of
products and  services by
integrating physical devices with
digital technologies. This can lead
to the creation of smart products,
predictive maintenance solutions,
and remote monitoring systems,
offering unique value propositions

innovative

to customers.

Data-driven Insights: [oT
generates vast amounts of data that
can be analyzed to gain actionable
insights. By leveraging advanced
analytics and machine learning
techniques, businesses can unlock
valuable insights from IoT data,
enabling them to make informed
decisions, identify trends,

optimize operations.

and

Improved Security and Fraud
Prevention: [oT can enhance the
security measures implemented by
banks. Smart surveillance systems,

biometric  authentication, ary
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connected devices can strengthen
security protocols and minimize
fraud risks. Real-time monitoring
and analytics of [oT data can
help detect suspicious activities,
enabling prompt action to mitigate
potential threats.

Challenges

Despite the business opportunities,
there are challenges
associated with implementing and
utilizing [oT, including:

several

Security and Privacy: With the
increased number of connected
devices, security risks and privacy
concerns become significant. 1oT
devicescanbevulnerabletohacking,
data breaches, and unauthorized
access. Ensuring robust security
measures, encryption, and data
protection are crucial challenges
to address.
robust security measures to protect
sensitive customer dataand prevent
unauthorized
concerns regarding the collection,
storage, and usage of personal data
also need to be addressed to build
trust with customers.

Banks must ensure

access. Privacy

Interoperability and
Standardization: Thediverserange
of devices, protocols, and platforms
involved in [oT presents challenges
in  achieving interoperability.
Varied communication protocols
used by different devices create
obstacles in seamless integration
and data exchange. To address
this,
crucial to establish compatibility
interoperability
various IoT systems. Banks must
ensure seamless integration and

standardization efforts are

and across

C)mpatibility among different IoT

componentstocreateacohesiveand
efficient ecosystem. Implementing
well-defined protocols
initiatives  can

and
standardization
greatly facilitate interoperability in
the IoT landscape.

Scalability and Infrastructure: For
successful implementation of [oT on
a larger scale, a robust and scalable
infrastructure is essential. It should
be capable of accommodating the
growing volume of data generated
by connected devices, providing
reliable  connectivity, = enough
network bandwidth, and ample
data storage capacity. Deploying [oT
in banking necessitates a resilient
and scalable infrastructure capable
of managing extensive data and
interconnected devices. To support
[oT deployments effectively,
banks may need to upgrade their
networks, enhance data storage
capabilities, and bolster their cloud
computing resources.

Data Management and Analytics:
Managing and analyzing large
amounts of IoT-generated data
can be complex. Organizations
need effective data management
strategies, including data
storage, processing, and analytics
capabilities, to derive meaningful
insights from IoT data.

Cost and Return on Investment
(ROI):
involve significant upfront costs,

Implementing [oT can

including hardware, software,
connectivity, and infrastructure
investments. Ensuring a clear

business case and calculating
the ROI is crucial to justify these
investments and ensure long-term

profitability.

Regulatory and Complianch
The
deployments

implementation of IoT
necessitates
adherence to regulatory
requirements, particularly in areas
security,

handling practices.

such as data privacy,
and data
Organizations must comply with
diverse regulations and standards,
which may vary across regions and
industries. Banks, operating within
a heavily regulated environment,
face specific compliance challenges
when adopting [oT technologies.
Regulatory frameworks need to
evolve to effectively address loT-
related concerns, including data
protection, privacy, and consent.
Banks must prioritize compliance
with relevant regulations
standards to mitigate potential
legal and reputational risks.

and

Addressing  these challenges
requires careful planning,
collaboration among stakeholders,
robust and
ongoing monitoring and adaptation

as the IoT landscape evolves.

security measures,

The Bank can explore the following
use cases for implementing IoT in
their operations:

1. Energy Management: By
implementing an loT-based
monitoring system for energy
consumption and resource
optimization, Banks can achieve
to reduce electricity consumption
across their branches & offices
and can save significant electricity
expenses.

2. Smart ATMs: IoT enables
the transformation of traditional
ATMs into smart ATMs for real

time monitoring. These ATMs are
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G;uipped with advanced sensors
and connectivity to provide real-
time updates on cash levels,

system health, and maintenance

requirements. This helps banks
streamline

cash management,

reduce downtime, and enhance

customer experience.

3. Contactless Payment
Solutions: Bank can implement
contactless payment solutions.
IoT facilitates innovative payment
solutions, such as contactless
payments and wearables. Bank can
integrate IoT devices, such as NFC-
enabled devices like smart-watches
and fitness bands to facilitate
seamless payments. This allows
customers to make transactions
without physical cards, enhancing

convenience and security

4. Customer Insights and
Personalization: IoT devices assist
banks in gathering customer data to
gain insights into their preferences,
behavior, habits.

Bank may use loT-enabled devices

and financial
to collect data from customers'
homes or businesses to assess risk,
improve underwriting processes,
or offer personalized financial
advice. For example, banks can
utilize data from smart devices like
home appliances or wearables to
understand spending patterns and
offer personalized financial advice
or targeted product offerings.
Additionally, [oT can be used in
branch optimization, monitoring,
and security.

5. Asset and
Management: [oT can be used for
real-time tracking and management
of valuable assets like ATMs, cash-

Tracking

in-transit vehicles, and equipment.
These assets are equipped with [oT-
enabled sensors and GPS trackers,
enabling continuous monitoring
of their location, performance,
and maintenance requirements.
As a result, banks can significantly
enhance their
efficiency, reduce downtime, and
strengthen security measures. With
this technology, banks can take
proactive measures to manage cash
levels, schedule maintenance tasks,
and minimize downtime effectively.

operational

6. Voice Banking based payment
solutions: leverage
Internet of Things (IoT) technology
to enhance the customer experience
and provide

Banks can

more convenient

and seamless interactions. Voice
banking refers to the use of voice-
activated technologies,
virtual assistants or smartspeakers,
to conduct banking transactions
and access financial information.
like
speakers (e.g., Amazon Echo, Google
Home) and other voice-activated
assistants (e.g., Apple's Siri, Google
Assistant) can be integrated with
banking applications, allowing
customers to perform various
banking tasks through
commands. Some common voice
banking include
checking balances,
transferring funds, paying bills, and
getting information about recent
The potential to
expand this to include small-scale
financial transactions is promising
and the bank can leverage it.

such as

IoT-enabled devices smart

voice
functionalities

account

transactions.

7. Usage-based differentiated
products offerings: By harnessing
data collected through IoT devices,

bank can provide personalized

offerings based on individual
usage patterns. For instance,
they can offer Usage-Based

Insurance (UBI) or Pay as You
Drive (PAYD) which
assesses premiums according to a

insurance,

customer's driving behavior or the
distance they travel. The necessary
calculations for such offerings are
made using data obtained from
telematics devices.

CONCLUSION

[oT in banking and financial
services market is witnessing
substantial growth and IoT

technology is revolutionizing the

industry, allowing institutions

to meet customer  centric
personalized experiences and gain
a competitive edge. By leveraging

IoT, financial institutions can

deliver  personalized  services
tailored to individual customer
needs, enhancing the overall

banking experience along with
achieving operational efficiency.

However, addressing challenges
such as info-security,
interoperability, scalability, and

regulatory compliance is crucial
for successful implementation. By
developing a robust IoT strategy
and adopting best practices, banks
can leverage 10T to transform their
operations and deliver innovative
services in the digital era.

Anish Shrimali
U.L.A., Powai
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Write a short poem

Is this picture evoking some old memory, some deep emotion
or sparking creativity? Every picture is worth a thousand
words, however if you want to express your feelings in a
short poem, then let your pen create magic. Write a short
poem of 04 lines on this picture and send it to us through the
correspondent of your office Region.

Please ensure the following while submitting your entry:

¢ Short Poem should be of only 04 lines (30-35 words).

e The entry may be sent in Hindi or English. In terms of
circular no. 8303-2024 dt. 12.06.2024 separate prizes shall

be awarded under each category Both the categories have
different prizes.
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A staff member may submit only one entry, either in

Hindi or in English.
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g9 it faertd faart, 7. =1. EJ,U\T service of the Bank.
g | oft n‘rl%?réw, kol T ¢ All correspondents are requested to consolidate the entries
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reaTeT gaﬁ&mﬁuﬁa, & HT., g ¢ The last date for sending entries is 08th November, 2024.

¢ Entries, duly, adhering to the specified word limit, received
by the last date, shall only be included in the competition.
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n the constantly changing

business ecosystem, regulations
protect customers while ensuring
a fair marketplace. Business
undergoing transformative shift, so
does the regulatory environment.
These heightened regulatory GRC
(Governance, Risk Management,
and Compliance) obligations pose
a significant risk of non-compliance
and expose organizations to
hefty fines. This is when RegTech
(Regulatory Technology) becomes
a transforming necessity—not
an option. With cutting-edge
technologies like big data, machine
learning, and Al, RegTech helps
empower companies to eliminate
compliance processes efficiently.
RegTech connects the gaps between
innovation and responsible business
conduct toward a more secure and
prosperous future.

RegTech offers a transformative
solution  for  navigating the
complexities in the digital age
through strategic collaboration
with RegTech providers. The benefit
of RegTech to Regulated Entities
includes:

e Streamlined Operations,
Increased Productivity

The Transformative Power of RegTech

¢ Enhanced Efficiency & Precision
e Increased Transparency and

Accountability

¢ Regulatory Agility, Cost
Reduction

¢ Enhanced Data Security,

Proactive Risk Management

These benefits translate into
concrete advantages such as:

¢ Enhanced compliance measures
through automation, real-time
insights etc.,

e Data-Driven approach towards
optimized operations and risk
mitigation.

¢ Regulatory Change Management
to stay compliant.

¢ Compliance Posture through
continuous Risk Assessment

RegTech's effectiveness hinges on
three key pillars:

o Cost-Effectiveness: = RegTech
streamlines processes and
reduces manual tasks, leading
to significant cost savings.
Additionally, it allows Regulated
Entities to maximize the value
of their human resources by
assigning them to higher-level
tasks.

¢ Customer-Centric Approach:
By automating routine tasks,
RegTech frees up staff to focus
on delivering customer service.
This allows Regulated Entities
to personalize strategies,
services, and products to better
meet client needs, leading to
increased customer satisfaction.

¢ Compliance Facilitation:
RegTech acts as a technology
bridge between Regulated
Entities and Regulatory bodies.

Key Characteristics of RegTech
Solutions

o Agility: RegTech solutions
facilitate easy data organization
and manipulation, enabling
swift adaptation to changing
regulations.

e Speed: Offer rapid configuration
and generation of reports,

streamlining compliance
processes.
¢ Integration: Seamless

integration with existing
systems ensures smooth
implementation.

e Analytics: Leverage advanced
analytics to unlock the full
potential of vast datasets)
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allowing for multi-purpose data
utilization.

RegTech solutions tackle compliance
in a four-step approach viz.
onboarding, monitoring, detection,
andreporting.RegTech'simpactgoes
beyond individual use cases. For a
successful RegTech transformation,
the RegTech Solution must include
at least the following key features
to enhance collaboration, improved
data management, risk reduction,
operational efficiency, scalability,
etc.,

e Data Aggregation & Integration
for a holistic view of relevant
data.

e Advanced Reporting & Analytics
for informed decision-making.

e Automated

Monitoring  for
adherence

Compliance
continuous

e Regulatory Change Management

e Record-Keeping for
accountability and
transparency, facilitating proof
of compliance during regulatory

audits.

e  Workflow Automation to
streamline compliance
workflows, reducing manual
effort, and increasing

operational efficiency.
¢ Risk Assessment & Management
e Collaboration & Communication
Tools
e Regulatory Reporting Templates

e Centralized Compliance
comprehensive Dashboard

Challenges and Risks of RegTech
Adoption

While RegTech offers significant
advantages, it's important to
understand some inherent
challenges:

e Compliance &
Complexity: Integrating
RegTech solutions with

Integration

\ existing legacy systems can be

complex and require additional
resources. Organizations need
to invest in comprehensive
regulatory intelligence
platforms  with  advanced
analytics and machine learning
capabilities to stay ahead
of evolving requirements
and customize RegTech
requirements.

Datalntegration: Organizations

need to implement a robust
data management strategy
and interoperable technology
platforms.

Regulatory Change
Management: Adoption of
agile methodology considering
dynamic nature of regulatory
changes by utilizing automated
monitoring tools and workflow
automation solutions.

Risks:
robust

Cybersecurity
Implementation  of
cybersecurity measures.

Organizational Change
Management: Investment
in comprehensive  change

management by conducting
stakeholder analysis, ongoing
training and support to
employees.

Resource & Cost Constraints:
Adoption of phased deployment
approach by prioritizing high-
impact requirements, quick
wins, etc.,

Vendor Lock-In: Over-reliance
on a single RegTech vendor
can limit flexibility in the
future, whereby it mandates
organization for carefull
evaluation of different solutions
and consider future scalability
while vendor selections.

Data Privacy Concerns:
RegTech  solutions handles
organization sensitive data,
and this mandates adherence
to data privacy regulations and
robust security measures.

RegTech Use Cases from RezD
World

e HSBC Life partnered with
Feature space for automated
transaction monitoring system,
which  enabled HSBC to
proactively identify and manage
risks, ensuring adherence
to  international financial
regulations.

e Wells Fargo uses RegTech for
fraud detection and prevention
by leveraging advanced machine
learning models to identify and
stop fraudulent activity.

e (itigroup utilizes RegTech to
streamline complex reporting
processes by implementing
automation and data analytics
with an objective to significantly
reduce manual effort while
ensuring accurate and timely
regulatory reports.

e Barclays has implemented
RegTech into their transaction
monitoring and reporting by
utilizing real-time monitoring
to identify and rectify anomalies
for anti-money laundering
(AML) regulations.

A New Era of Compliance: RegTech
as a Game Changer

RegTech provides a powerful
toolkit for businesses to navigate
the dynamic evolving regulatory
landscape and empowers
businesses to achieve seamless
compliance, reduce costs, and gain
a competitive edge. RegTech is not
just a trend - it's a transformation
reshaping compliance and
propelling businesses towards a
future of innovation and growth.

Jeetendra Yadav
Digitization Dept.,
C.0O., Mumbai
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The Art of Data Science

ntroduction : In today's world of

big data, data science hasbecome a
versatile discipline that goes beyond
traditional analysis and prediction.
It combines technical expertise
with creativity, intuition, and ethical
considerations to extract meaningful
insights from vast and complex
datasets. The art of data science
covers various aspects, including
problem framing, storytelling,
exploration, and responsible data
stewardship. Its goal is to transform
raw data into actionable insights
that drive positive change.

Curiosity - The Driving Force:
Curiosity is at the core of data
science, motivating data scientists to
explore, question, and understand
the underlying patterns and
relationships within data. With an
insatiable thirst for knowledge, data
scientists dive deep into datasets,
embracing uncertainty and
ambiguity as they uncover hidden
insights and valuable information.
Curiosity compels them to view each
dataset as a canvas waiting to be
explored and discovered, sparking
innovation and driving the pursuit
of deeper understanding.

Problem Framing - Shaping
Perspectives: Problem framing
is a crucial aspect of data science,
where data scientists recognize the
importance of effectively defining
a problem. By contextualizing the
problem and gathering domain-
specific insights, data scientists
develop meaningful hypotheses
and research questions. Effective
problem framing allows data
scientists to identify relevant data
sources, variables, and metrics,
leading to actionable insights and
informed decision-making.

DataStorytelling- Communicating
Insights: Data storytelling is a vital

skill in data science, involving the
translation of complex findings into
compelling narratives that resonate
with diverse audiences. Through
data visualization, narrative-driven
presentations, and storytelling
techniques, data scientists
communicate their insights in a
clear, concise, and engaging manner.
By weaving together data, visuals,
and narrative, they transform raw
numbers and statistics into stories
that inspire, inform, and persuade,
fostering understanding and driving
action.

Understanding Data: Data is
the raw material of data science,
encompassing various forms such
as numbers, categories, text, images,
audio, time series, and geospatial
data. Each type of data presents
unique challenges and opportunities
for analysis, requiring different
approaches and methodologies for
interpretation and extraction of
insights.

Exploring Data Types: Data
types categorize the different
classifications of data in
programming languages and
databases, defining the allowed
values and operations. From
integers to strings, each data type
serves specific functions within
computational frameworks, shaping
how data is manipulated and
managed.

Structured, Semi-Structured,
and Unstructured Data: Data
can be organized into structured,
semi-structured, and unstructured
categories, each posing distinct
challenges and  opportunities
for analysis. Structured data
follows predefined schemas,
semi-structured data has partial
organization, while unstructured
data lacks formal structure,

requiring specialized techniques for
comprehension and interpretation.

Database Fundamentals:
Databases act as  structured
repositories for electronic data,

facilitating efficient storage,
retrieval, and manipulation.
Consisting of tables governed
by relational models, databases

form the foundation for numerous
applications, ensuring data integrity
and accessibility.

Role of Database Management

Systems (DBMS): Database
Management Systems (DBMS)
provide interfaces for database

administration, allowing users to
seamlessly manage, query, and
manipulate data. From relational
to NoSQL databases, these systems

coordinate data operations,
safeguarding integrity and
accessibility.

Essence of Data Analysis: Data
analysis involves the process
of extracting insights from raw
data, covering stages such as
collection, cleaning, exploration,
transformation, modelling, and
interpretation. Rooted in statistical
and computational methodologies,

data analysis reveals patterns,
trends and correlations within
datasets, empowering informed

decision-making.

The Power of Data Visualization:
Data visualization is all about using
charts, graphs, and maps to make
complex data easy to understand.
It helps us explore, analyze, and
communicate insights so we can
make informed decisions.

The Secrets of Data Mining:
Data mining is a fancy term for
uncovering patterns and insights
from huge amounts of data. It
uses statistical, mathematical, ary
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machine-learning techniques to find
patterns and anomalies. This helps
with things like predicting trends,
segmenting data, and spotting
anything out of the ordinary in
different fields.

Navigating the World of Big
Data: Big data refers to massive
and diverse datasets which poser
a challenge to process using
traditional methods. They're
characterized by their huge volume,
speed, variety, and constant changes.
But with advanced technologies
and analytics, organizations can
extract value from Big data and
use it to drive innovation and stay
competitive.

Getting to Know Machine
Learning: Machine learning is a
branch of artificial intelligence
that gives computers the ability to
learn from data and make their own
predictions or decisions. By training,
evaluating, and deploying models,
machine learning helps automate

tasks and improve efficiency in
various areas.

The Essence of Data Science:
Data science is all about combining
statistics, computing, and domain
knowledge to extract insights from
data. Itbrings together data analysis,
machine learning, and visualization
to help organizations make sense of
their data and take actionable steps.
This fuels innovation and gives them
a competitive edge.

The Importance of Data Science:
Data science is the backbone of data-
driven decision-making, innovation,
efficiency, personalization and risk
management in many industries.
By harnessing the power of
data, organizations can navigate
complexities, foster growth and
drive positive change.

The Role of Data Scientists: Data
scientists are like the architects of
insights. They use their expertise
to work with complex data

and derive actionable insigha
Their  responsibilities  include
collecting, analyzing, modeling
and communicating data with the
goal of creating value and driving
innovation.

Conclusion: To sum it up, data
science is all about taking a holistic
approach to derive insights from
data. It's a mix of technical skills,

creativity, curiosity, and ethical
considerations. By framing
problems, telling stories with

data, exploring possibilities and
being responsible with our data,
data scientists can unlock the true
potential of data and make a positive
impact in our increasingly data-
driven world.

Sham Sundar M
Digitization Vertical,
C.0O., Mumbai
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What is Big data?

“Big data is high-volume, high-
velocity and/or  high-variety
information assets that demand
cost-effective, innovative forms of
information processing that enable
enhanced insight, decision making,
and process automation.” In
simple language, Big data is a huge
chunk of data of varying nature
growing at an ever-increasing
rate, that cannot be analyzed by
simple statistical tools and at the
same time it requires complex
algorithms that can process the
data at great speed.

Need of Big Data

As mathematician Clive Humby
rightly said, Data is the ‘New Oil.
Like oil, data is valuable, but if
unrefined it cannot really be used.
However, there is a risk of fire as
well as spillage of this metaphorical
oil and hence data is to be carefully
managed. We are all living in a
fast-moving world, where the way
the businesses are being run has
changed rapidly over the past
two decades or so mainly due to
dependence on data. Acquiring
of data is one thing, but proper
analysis of said data leading to
meaningful data interpretation is
the most crucial thing. Big data
is a huge set of information of
varying natures like structured/
semi-structured/unstructured
which is processed on real time
basis and the output generated is
simplified categorically bifurcated
information. Thus, big data is
the need of the hour which can
successfully bring meaning to the
Qzailable set of data.

Big data primarily works on the
principle of “3Vs”".

* Volume: The amount of
data that is being received every
second

* Velocity: Rate at which this
data is received.

e Variety: Variety of data thatis
received. W,

Each of these principles require
careful management, storage
capacity and a complex set of
algorithms and machine learning
tools to give a logical conclusion to
the data Interpretation exercise.
Every principle has challenges of its
own. However, big data is successful
in articulating these challenges and
generating mitigation techniques.

Big data has redefined the way data
analysis game was played with high
risks approach by developing a
well-designed fraud risk mitigation
approach. Big data provides total
display of self-assurance and clarity
to the business entity regarding
engagement of their data acquisition
and processing mechanisms.

Advantages of Big data

Any industry has many ways to
collect personal, behavioral and
engagement data from customers,
ranging from  tracking their
browsing habits on their websites
to more traditional surveys and
feedback forms. On websites,
they can use cookies to track a
customer’s purchase journey and
learn everything from how long
they spend browsing to how likely
they are to drop off at the point of
purchase. Big data analytics can also
tell business entities what products/
services are most popular, when

. . . )
Role of Big Data in Customer Insight

customer traffic is at its highest
or lowest and how customers are
discovering the site. Social media is
also one of the best ways for business
entities to engage with and learn
about their customers. Business
entities can learn the demographics
of their target audience based on
social media profiles, evaluate the
performance of a campaign, product
or service based on audience
feedback and reactions, and even
find out where their customers are
based.

Importance of understanding
customer insight

In today’s business world, customer
insight plays a crucial role in
deciding the future trajectory
of the business. Knowing what
the customer wants and needs
derives the business strategy.
Most successful way to analyze
customer’s thought process and
gain insights is Big Data. Big data
is a sea of information which
if carefully analyzed, can give
significantly accurate predictions
about customer needs, customer
interest, customer behavior
pattern and customer interests
thus culminating into near perfect
customer insight. Imagine you are
running a business and if you have
this near perfect customer insight,
the probability of your business

running successfully increases
significantly.
Key benefits of leveraging

Big data to improve customer
insight:

* Accurate prediction: Business
entity can predict the customer
demands and needs by analyzing
Big data tools like browsing
patterns, purchase history and
customer engagement metrics.
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K Multi-source data acquisition:
Quality as well as accuracy of data
acquisition depends on sample
size and mechanisms available for
data storage and processing of this
big sample size. Big data has multi
source data acquisition points which
significantly improves chances of
collection of big sample size, thereby
eliminating risk of absence of a data
metric.

* Tracking of customer journey:
Big data enables tracking the
customer journey across several
platforms like social media, mobile
apps, websites, physical stores
etc. and helps in developing the
output centric platform where the
business’s reach can make a great
impact.

* Interpretation of
unstructured data: Usual statistical
models cannot process unstructured
data like images, videos and voice
recordings and thus puts the
business entity in a dilemma of
how to handle such unstructured
data. Big data however can help in
a deeper understanding of customer
preferences and emerging trends
that the market surveys might miss.

e Targeted and personalized
approach: Instead of wasting
manpower on a low output
marketing strategy, the business
entity can make targeted approach
and deliver personalized service;

which will enhance customer
satisfaction.
* Building Customer-Brand

relationships: With the valuable
insights derived from big data
analytics, the businesses gain
significant customer insight that
they can then use in everything from
product research & development to
marketing strategies and campaigns.
The goal is to resonate with the

customer frequency and to build
an emotional relationship that will
increase the customer stickiness
and brand loyalty.

e Upper hand: Big data has been
a gamechanger across all industries
and it has been used as a trump
card by the companies like Jio,
Zerodha etc. to completely disrupt
the landscape and the business
modality of an industry.

* Increased chances of
customer retention: Across any
industry, it has been observed
that the business entity with more
control and understanding of
customer insight with big data has
more chances of customer retention,
customer satisfaction, customer
engagement and product per
customer penetration as compared
to peers.

Big data in Banking Industry

Banking industry has always been a
customer centric industry. Number
of customers that banks everyday
deal with is second to none. This
huge customer base comes with
problems of its own. Today, banking
industry faces variety of challenges
like fierce competition among
the banks, customer satisfaction,
customer retention and business
growth. World is now beaming with
availability of fast paced technology
at fingertips and accordingly the
customer expectations have grown
at fast pace. Management of this
enormous data in quite an efficient
way makes an instant impact on the
economy.

In the Banking sector, promotion
of digital payments and adoption
of multichannel approaches are the
two trends that have led to a never
seen before exponential growth in
the number of transactions. It has

created two important phenomena:
an increase in online and offline
transactions and generation of an
astronomical amount of data, the
so-called big data in banking. Not
only CIBIL history, branch visits,
transaction  pattern,  purchase
records, but also website and
social media interactions related to
choices, needs, repeated behaviors;
if properly managed lead to an
invaluable mine of information.

Banking industry has become boat
with more holes than there are
fingers to plug them and there are no
easy fixes at this juncture. Banking
industry really needs to come out
and assert itself in the manner
that will create a partnership with
customers that is long lasting and
fruitful for all the benefactors.
Further banks deal with public
money and recent fraud incidences
have putthe reputation of concerned
banks in bad light. There is a need of
robust risk detection and mitigation
mechanism. Big data can certainly
provide quality solutions to most of
these problems. Big data has enough
means and ways to deep dive into
the key tactics and matchups for a
variety of sets of customers from
students to elders, from farmers to
business entities & so on. Presently,
several banks are using tools like
Power BI and MIS which give
greater meaning to data available at
their disposal and help in preparing
better business strategies.

A recent initiative by our Bank,
‘Straight Through Processing (STP)’
is a key technological advancement
used to digitally process the
loan proposals without manual
intervention. STP has provided
fresh engagement with existing
customers, influx of new customers
to bank and ease in loan appraisy
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while ensuring the quality of loan
customers evident from low stress
percentage in these loan accounts.
This has helped our Bank by tapping
into untouched potential customers
already present with our bank. The
overwhelming response in favor of
STP has shown the tactical use of
big data can put business growth in
the driver’s seat by making targeted
approach and fast disposal of loan
applications.

Conclusion

Big data plays very crucial role in
the development of a framework for
deeper understanding of customer
insight, that can convey relevant
and informative messages and at
the same time support the digital
transformation journey. Specific
tools to monitor, track, and interpret
the data and to build actions and
initiatives from the knowledge

gained through the processa
information is of utmost importance
for any business to grow.

Abhay Asagaonkar
R.O., Belgaum
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Democratization of Data

hatisdatademocratization?

Data democratization means
giving everyone in an organization
the ability to access data along with
the tools and training necessary
to understand it. It is the ongoing
process of enabling everybody
in an organization, irrespective
of their technical know-how, to
work with data comfortably, to
feel confident talking about it, and,
as a result, make data-informed
decisions and build customer
experiences powered by data. Data
democratization means removing
barriers and providing education
so that all end users like employees,
stakeholders, and consumers feel
confident working with data and
trust the end results, particularly
when it comes to Al models. It
requires that we accompany the
access with an easy way for people
to understand the data so that they
can use it to expedite decision-
making and uncover opportunities
for an organization. Goal is to have
anybody use data at any time to
make decisions with no barriers

to access or understanding. Data
democratization exists to solve data
challenges that people face in their
day to day activities.

An organization that truly wants to
democratize data needs to embrace
the following principles: -

employees to feel

asking data-related
questions. Provide the right tools to
enable everybody to work with data.
Perceive democratization of data as
an ongoing process which might
even require an organization-wide

Empower
comfortable

cultural shift

To truly democratize data and
unlock the value of the information
stored within, organizations need to
undergo a shift in company culture
and change the way they store and
distribute data.

What is the primary purpose of
data democratization?

Some of the main purpose of data
democratization is given below:

- Right people can see the right
data at the right time and for the
right purpose.

- Employee/Staff can use it to
make informed decisions and
identify opportunities or problems,
without requiring in-depth
knowledge.

- Remove barriers to access
and understanding, so that non-
specialists can view and leverage an
organization's data and optimize its
usefulness.

Pros of data democratization

* Time saved- With areduction in
manual effort required to obtain and
disperse data, employees get hours
back to focus on more important
initiatives.

* Money saved- Though data
democratization requires an
upfront investment (often in
tools, technologies, and change
management), it ultimately leads
to more efficiencies across the
business.
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e DMore data- driven decision
making- It makes it easier to focus
business efforts in the right areas
and justify strategic plans.

* Data is more reliable- When
we use the right tools, everyone who
needs to access data can quickly
obtain the most accurate and the
recent data.

* Better collaboration- Different
teams and departments of an
organization can speak the same
“language” around data and address
business concerns faster. When
everyone is data literate, teams
communicate better and innovate
more. An abundance of new, data-
informed perspectives leads to more
creative and diverse problem-solving.

* Strengthening and supporting
Al strategies: Improved data
quality and greater trust in data
insights result in better datasets
for the training and validation of Al
models. With better training data
sets, the accuracy and reliability of
Al applications is also increased.

* Break down data silos - Data
silosoccurwheninformationisstored
on separate systems, with each only
accessed by a team or department.
Data democratization requires the
centralization of data, making it
easier to share data between teams,
improving collaboration and cross-
functional decisions. For example,
the marketing, product development,
and customer support teams will all
need access to the same feedback
data when developing new products.
Centralized & standardized data
means that everyone sees the same
information in the same format. It
develops a culture of collaboration
and knowledge sharing and
contributes to greater accuracy in

Qatasets.

* Remove bottlenecks- In some
organizations, data is "owned" by
the IT department, and other teams
must request access. Even when
data is widely available, employees
may have to ask for help in finding
what they need - and understanding
what they're looking at.

This creates bottlenecks, delaying
tasks and taking up the data team's
time. Data democratization not only
grants access but educates everyone
on where data is stored, how to find
the right information, and how to
use it effectively.

* Optimize data management-
Data democratization means
manipulating the way an
organization houses, manages, and
distributes data. Data virtualization
software allows applications to
retrieve and manipulate data
without the user needing a high
level of technical expertise.

* Increase data- driven
decisions- When the data is
democratized, we are ensuring that
end users can make the most of it.
With help of software, patterns and
trends can be identified and deeper
insights can be gained without
needing help from IT experts. It
means that everyone has the ability
to make data-led decisions across all
teams.

e Impact on global economy:
Open access to information
grants people from all different
backgrounds the ability to bring
new value to their communities and
the world.

Concerns relating to data

democratization

Although data democratization is
ultimately more beneficial than
not, it does raise some concerns

regarding data ethics, misuse of daa
and compliance. Here are the key
drawbacks of data democratization:

* Potential misuse of data -
Many organizations house sensitive
and personal data in their systems.
Depending on the organization, data
ranges from financial records to
medical history. This data is private
and must be treated ethically.
With limited oversight and lack
of access controls, people across
the organization could access this
sensitive data and use it how they
please.

e Data security concerns - In
many organizations, IT serves as the
gatekeeper of an organization’s data.
This creates a “system of checks
and balances” that ensures that the
data is always being used properly.
Without IT in this role, other users
can potentially access data and put
it at risk of a security breach.

* Compliance challenges - If
everyone in the company has
access to the data, there is a higher
probability of someone using the
data in a noncompliant manner.
This can lead to regulatory fines and
penalties.

* Low-quality data - Unreliable
data and inconsistent formatting
make it impossible to extract
accurate insights and make reliable
decisions. Unless the organization
has robust data quality and
governance policies, data lakes
can turn into poorly managed data
swamps.

e Compliance and security
concerns - Concerns around data
security prevent some organizations
from embracing data democracy.
When data is owned and managed
solely by IT experts, who must
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approve data requests from other
users, there are strong checks and
balances in place. There's a fear
that widening access could put
confidential information - such
as company finances or customer
details - at risk of misuse or
breaches.

* Limited data literacy and
inaccessible tools - When there
is limited data literacy across
a workforce, misinterpretation
and mistrust of data can easily
occur. Understanding data-driven
insights and decisions is vital to
implementing them successfully.
Inaccessible tools can compound
this mistrust, as they may require
specialized training and technical
knowledge. This makes them
inaccessible to non-technically
trained employees, which hinders
data collaboration and contribution
across organizations.

“Data is a non-rival resource.\
It’s not a material resource that
if one uses it, others can’t use it.
If all people can use the resource
of data, obviously people can
build value over it and the overall
value available to the world, to
a country, increases manifold
because the same asset is
\»available to everyone.”

Requirements for a successful
data democratization strategy

Democratization of data is an
ongoing process and requires
cultural change throughout the
organization. Here are five essential
steps to follow:

* Perform a data audit - Firstly,
assess current situation by carrying
out an audit. Take note of where
\data is stored, who has access, and

which tools are currently being used
for collection, management, and
analysis, which parts of the system
are working well, and identify
any bottlenecks or inefficiencies.
Also, find out how data-literate
employees are and how much
additional training is required
across the organization. Finally,
make sure to also include security
and compliance protocols in audit.

* Define data democratization
goals - Align goals with overall
business goals as much as possible
- for example, faster access to
customer data helps support
service agents, which in turn
improves brand reputation and
revenue. Empowering employees to
feel confident in analysing data or
ensuring that everyone knows how
to use the relevant software.

* Centralize data- Bringing
all the data into a central hub is a
key part of data democratization.
Cloud storage is ideal, as it's hugely
scalable, accessible from anywhere,
and has alow cost of entry. End users
also only have to visit one platform,
rather than switching between tools.
It is also vital that the data is well-
organized and searchable. The right
software for data democratization
will enable data teams to label and
categorize the data, making it easier
for users to find what they need.

* Adopt data  governance
policies: Although some
organizations are concerned that
data democratization could lead
to security breach and compliance
issues, the process makes the
information safer. This is due to
the focus on data governance and
quality as well as ensuring that the
right data is accessed by the right
people. A robust data governance

policy should set guidelines for hoh
data is stored and protected, who
can see (and edit) which data, and
how it should be used.

* Maintain ongoing training
for employees: It's essential that
regular training at all levels of
the organization is done so that
everyone has the required data
literacy to identify, discover, and
analyse the data they need. All end
users should be confident enough to
handle data effectively and securely.
Train users on using the relevant
data democratization tools, as well
as on general data awareness.

Data democratization also frees
up data teams to focus on the
development of Al applications
instead of supporting other teams
across organizations. With greater
access to data, other teams can
also support Al development with
collaboration, experimentation, and
innovation that would otherwise be
unavailable to them.

When the data access s
democratized, an improvement in
efficiency and productivity can be
observed, which helps to improve
employee and customer experiences
and boost revenue. It also brings
greater transparency, as everyone
can see the data on which business
decisions are based.

Proponents of data democratization
believe that it's imperative to
distribute information across all
working teams to gain a competitive
advantage.

Archana
R.O., Jaipur
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Artificial Intelligence in Fraud Detection

oday’s generation can universally

be termed as age of Artificial
Intelligence (Al) due to the extensive
and substantial usage of Al. Al has
permeated our lives in numerous
ways, working silently behind
the scenes in many of our daily
activities. Al is revolutionizing
many industries including banking,
which is particularly susceptible
to sophisticated fraud attempts, is
harnessing Al's capabilities to detect
and prevent fraudulent activities with
unprecedented accuracy and speed.
Artificial Intelligence has emerged as
a formidable weapon in the ongoing
battle against financial fraud.

Artificial  intelligence is an
advanced technology which
enables computers and machines
to simulate human intelligence and
problem-solving capabilities. When
Al is used by its own or mixed with
other technology, it can perform
tasks which otherwise require
human intelligence. Al has taken the
world to a new era of technological
advancement. Few examples are
CHAT GPT, Digital assistance, GPS
tracking etc.

Role of Al in Banking:

Fraud diminishes the bank’s
reputation and increase fear
psychosis among sincere and

hardworking staff. Hence, time is
ripe to use technology like Artificial
Intelligence to curb & prevent bank
frauds.

Artificial intelligence can be used
by banking sector presently for
fraud detection in below mentioned
categories:

1. Anti-Money Laundering

2. ldentity theft- credit/debit card
3. Documents forgery

1. Anti-Money Laundering-
Money laundering poses a great
threat for banking industry.
Outside agencies take charge of the
investigation of money laundering
and it jitters stable working
environment of the bank. Banks
are under increasing pressure
to enhance their anti-money
laundering (AML) efforts and detect
fraudulent activities effectively.

Here Al can help in preventing
the money laundering threat in
following ways.

a. Real Time Monitoring: Al
algorithms can continuously
monitor transactions as they are
being carried out, instantly flagging
any suspicious activity. Real-time
monitoring enables immediate
action, such asblockinga transaction
or contacting the customer to verify
the transaction's authenticity.

b. Predictive Analysis: Al can
analyze historical data to identify
patterns and trends that indicate
potential fraud. By recognizing these
patterns, Al can proactively detect
and prevent fraudulent activities
before they occur.

c. Network Analysis: Al
can analyze large networks
of transactions and identify
interconnected patterns thatsuggest
fraudulent activities. By examining
the relationships between different
accounts, Al can identify networks
of fraudsters or money laundering

operations.

d. Natural Language Processing:
This technique can be used to
analyze unstructured data, such
as text-based communications
between customers and bank
representatives. Al can process

and interpret these interactions to
identify fraudulent conversations or
requests.

e. Anomaly detection and
behavior analysis: Al algorithms
can learn patterns of normal
behavior from historical transaction
data. Any departure from these
platforms can be flagged as
potentially fraudulent. Machine
learning techniques like clustering,
decision trees or neural networks
can be employed to identify unusual
transactions or behaviors of
customers in the banking industry.

2. Identity theft- credit/debit
card- Machine learning models are
at the forefront of detecting credit
card fraud (unauthorized use of
stolen card information), and loan
fraud (supplying false information
for loan acquisition).

In credit card fraud detection,
machine  learning  algorithms
analyse each transaction against a
user’s historical spending behaviour.
Transactions  that  significantly
deviate from this established
pattern, such as those made in
unusual locations or for atypical
amounts, are flagged as potential
fraud. This allows banks to quickly
identify and block fraudulent
transactions, thereby minimizing
financial loss.

Similarly, in loan fraud detection,
machine learning models
assess applications by analysing
discrepancies in application details,
unusual patterns in credit history,
and inconsistent information in
legitimate applications. Behaviour
analytics studies normal user
patterns, while anomaly detection
spots unusual transactions. Usiry
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them together gives a better
overview of fraudulent activities.
On one hand, behaviour analytics
learn what is normal for a user. On
the other hand, anomaly detection
flags transactions that look strange
or different. This helps catch fraud
that slips past checking transactions
alone. The combination monitors
for odd user behaviour and weird
transactions, making it easier to
detect fraud.

For identity theft, behavioural
analytics examines patterns
such as login frequencies, and
transaction  types, establishing
a baseline of normal activity for
each user. When a user’s behaviour
suddenly changes—such as
accessing an account from a new
device or an unusual location or
making transactions that are out
of character—these anomalies are
flagged for further investigation.

In the case of payment fraud,
anomaly  detection  algorithms
scrutinize every transaction against
a backdrop of expected patterns.
This includes analysing transaction
amounts, frequencies, and the
nature of the payees. Unusual
transactions, such as a high-value
payment to a new recipient or an
unexpected flurry of transactions,
are identified in real-time, allowing
banks to halt potentially fraudulent
payments before they are processed.

3. Documents forgers: Al
presents a new way to tackle fraud,
significantly enhancing the accuracy
and speed of data verification,
reducing the pain and inefficiencies
associated with manual review, and
delivering on digital’'s promise of
improved customer experience and
accelerated growth.

By automating both document
verification and processing, banks
Qinnowaccessverifiedandauthentic

data swiftly, thereby accelerating
decision = making and  risk
management — reducing the threat
of fraud substantially. This strategic
use of Al by banking industry takes
technological advancement a step
forward in addressing the modern-
day challenges posed by fraudsters,
making it an invaluable asset for
risk and fin crime teams in banks
striving to fortify business critical
processes such as KYC, merchant
onboarding, mortgages and loan
origination, investing and more
against fraudulent activities.

Now since Al is useful in fraud
detection, we must broadly find
some value addition so as to why
Al should be used and what are the
benefits of using it:

a. Enhanced Accuracy - Al
algorithms can analyze vast volume
of data with high accuracy.

Almodelsaretrained tolearnthe
pattern and anomalies associated
with fraudulent activities leading to
more accurate fraud detection.

b. Real Time Monitoring- Al
monitor the system and detect fraud
related activities in real time. This
proactiveness helps in minimizing
the financial loss.

c. Rapid fraud detection-
Traditionally fraudulent activities
are detected manually which
are very time consuming and
prolonged. Al automates this
process and early detection of fraud
mitigates the risk.

d. Reduced false positives: Old
practice gives many false positives
which place a bonafide transaction
in fraudulent category, it defeats the
main purpose of fraud detection.
Uses of Al technology reduce false
positives and draw a line where
genuine transactions are not
classified as fraudulent.

e. Advancedpatternrecognitiom
Humans may overlook very
complicated and complex patterns
which may lead to non-detection of
fraud. Al uses advanced pattern for
detection of such complex and high
complicated pattern.

f. Adaptive learning- With
continuous learning and exposure,
Al improvise its system which
can detect emerging threats and
accordingly develop algorithm to
contain them.

g. Cost effectiveness- Initially
Al implementation requires
investment and substantial cost but
later it reduces manual labor cost
and repetitive task, which results in
reducing the cost in long run.

h. Fraud prevention and risk
mitigation- Al technology not only
detects the fraud; it prevents future
frauds and mitigates risk.

i. Scalability- In future, banking
industry will witness very high
volume of transactions, Al can up
its scale without compromising
accuracy and speed.

j. Customer trust and
satisfaction- when customer gets
to know that their bank is using
Al tech to prevent fraud and their
account & transactions are secure,
their satisfaction and trust level is
enhanced.

Overall, Al is a powerful tool that
can help banks significantly improve
their fraud detection capabilities.
By using Al, banks can protect their
customers from financial losses and
maintain a high level of trust.

Rajesh Ranjan
UMBF, Jamshedpur,
R.O., Ranchi
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Open Banking and API Integration

Introduction: In today’s era of
Digitization, especially with the
advent of Artificial
(AI), and the
inclining towards India’s ancient

Intelligence
entire  globe

cultural concept of “Vasudhaiva
Kutumbakam” i.e. “The World is One
Family”. Government of India is also
actively working towards achieving
the goal of Bharat becoming a
Developed Nation by 2047 i.e., the
centenary year of Independence.
There is a rise in competition in
the banking industry coupled with
the pressing need for the financial
inclusion. Much like the year 1991
marking the introduction of LPG
i.e. Liberalization, Privatization
& Globalization, which
the overall

changed
picture of banking
in our country. In today’s era
of Digitalization and especially
with the advent of Al, there is an
imperative need to delve into the
concept of “Open Banking”.

Open Banking in India: Open
Banking is a system wherein Banks
& other Financial Institutions (FIs)
share their customers’ financial
data with other Banks, Financial
(FIs) & authorized

institutions. Open Banking platform

Institutions

leverages the digital technology in
such a way that it gives scope for an
individual to allow sharing his/her
financial data safely & digitally with
other financial institutions including
Banks, Fls, Lenders, Insurers etc.
The banking system in India is very
much secure, safe, private & limited
to the concerned Bank or FI where

the customer is having his bank
account. Moreover, this Banking
System is governed & thoroughly
controlled by the Reserve Bank
of India (RBI) under the ambit of
Banking Regulation Act, 1949. It is
noteworthy to mention here that the
first Open Banking regulations were
introduced by the European Union
(EU)intheyear 2015 which followed
by many countries thereafter.

Advantages of Open Banking:
With the advent of Open Banking,
Banks open their APIs to third-party
fintech companies as well as other
Banks & FIs. This would result in a
plethora of financial services being
offered to the end-user that includes
increased choices & greater control
over one’s financial data available
to the customer, stiff competition
& better transparency among the
financial institutions, improved
financial management, much more
personalized banking services for
the clients, enhanced automation
& efficient system with reduced
Turn-Around Time (TAT). Thus, it
would be a win-win situation for
both the customer as well as the
financial institution. Overall, the
Open Banking will revolutionize the
entire financial service industry.

Open Banking & Challenges
involved: As per the Newton’s Law
of Motion: To every action, thereisan
equal & opposite reaction; similarly,
with the several advantages which
are poised to roll out with Open
Banking, soare therisks & challenges
involved. The biggest one being

Cybercrime & Data theft wherein
the Cybercriminals & Hackers may
target, hack, steal the personal,
financial & critical user information
from the third-party apps. Moreover,
the privacy concerns also persist, by
way of which the sensitive data once
leaked over the web can become a
tremendous trouble for the user &
result in financial loss apart from
serious mental & social trauma.

Application
Interface

Programming
(API): Application
Programming Interface (API) are
nothing but the tools (XML/JSON
codes) which allow programs to
exchange data, enable software to
communicate & perform a series
of coordinated actions/tasks. In
the banking world, APIs allow
secure access to the financial
services for third-party platforms,
helping companies build innovative
products around banking services.
Today, a plethora of banking
services ranging from electricity
bill payment, water tax & house
tax payments, television & mobile
phone recharges, booking cinema
tickets to travel tickets & hotels
etc.; All these services have been
simplified & made accessible on a
single click just because of the APIs.
API allows the software developers
to integrate secure, seamless & fast
payment processing, fund transfers
& transaction management into
their applications instantly. The
usage of APl has now become a
foundation for our digital journey
& in tune with the idea of IndiaD

QR s e e 204



Government i.e. “Digital India”.

Segments of API Banking
Solutions: By safe, secure &
controlled facilitation of Data

Transfer, Open Banking APIs allow
the financial institutions to provide
customer centric, varied, user
friendly & personalized products for
their customers. Presently banks are
deploying the following segments of

APIs:

e Payment API Solutions for
individual & bulk payments like
IMPS, NEFT, RTGS, UPI, FT, AEPS,

Refunds for collections, VPA etc.

e (Collection API Solutions for real-
time validation of collection through
cash, cheque, DD, IMPS, NEFT, RTGS,
UPI & real time validation on cash
collection through branches & cash
deposit machine (CDM).

* Non-financial API solutions for
fetching of bank statements, account
balance, payment enquiry, account
opening, beneficiary & nominee
addition, address updating etc.

API Integration: API Integration
terminology is defined as the
connection made betwixt two
or more computer applications,
via their APIs, which allow those
systems to exchange data with
one another which results in the
formation of data repository, data
synchronization, enhancement in
the efficiency & productivity as
well as substantial growth in the
business revenues. As far as the
banking sector is concerned, the
API Integration solutions would
offer a fintech or a banking app

or service to access the entire

C)nsumer’s financial data (after

seeking his permission) in turn
paving way for providing a number
of financial services to the customer
ranging from automatic savings
& investment options, rewards,
insurance, capital & money markets,
lending solutions,
treasury & forex services, annuity &
pension plans etc.

automated

Role of the Statutory Bodies:
Statutory bodies like the Reserve
Bank of India (RBI),
Regulatory Development Authority
of India (IRDAI), Securities &
Exchange Board of India (SEBI),
Pension Funds Regulatory &
Development Authority (PFRDA) &
Small Industries Development Bank
of India (SIDBI) have an extensive &
authoritative role to play for smooth
deployment of Open Banking &
API Integration in India. As such
the Government along with the
statutory/regulatory bodies must
do the following in order to pave
the way for Open Banking and API
Integration:

Insurance

a) Encourage both the customer
i.e. the end-users as well as the
financial institutions to adopt the
open banking platform via API
Integration in the future.

b) Develop the API integrated
Tools by taking into confidence the
participants’ financial institutions.

c) Establish the
authorization processes &
policies for the optimum free &
fair utilization of open banking
channels. Also, establish separate
Ministry (if possible), department,
divisions & teams to supervise that
the customers’ data, rights & privacy
remain uncompromised.

control &

d) Implement law & regulatob
driven system so that open banking
via APl integration is generally
accepted by all the stakeholders.

Conclusion: In an ever changing &
fast developing world, the banking
sector had seen a long journey from
manual entriesintheledgerregisters
to core banking solution (CBS).
Further with the advancement of
technology, Banks & Fls throughout
the globe have now started utilizing
of Dblockchain,
fintech, cloud computing & even

the technologies

cryptocurrencies. The next step in
this Digital journey of the financial
sector is open banking and API
Integration.

However, like any other
technological platform, even open
banking and API integration system
has its own list of pros & cons, which
has already been discussed in detail.
In a nutshell, open banking and API
integration system is the future
of the Banking Industry which
would ultimately be recommended,
encouraged, developed, established
& implemented by the stakeholders
for the benefit of all. But this system
must be judiciously used & governed
by a set of rules and regulations that
must safeguard the customers’ data,
rights, & Privacy. Overall, the open
banking & API integration system if
adopted, will revolutionize & bring
a sea-change throughout the entire
financial service industry.

Peeyush Saxena
R.O.,Kollam
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Use of Augmented Reality in
Customer Service

Augmented reality gives the
user an enchanting real-

world experience with the help
of  computerized technology.
Augmented reality makes use of
software/applications along with
hardware like camera, Bluetooth or
QR codes to add multidimensional
features to real world objects and
gives a detailed output and livelier
feel for the users.

In Augmented Reality, the real time
information like text, audio, visuals
are captured as input and processed
with the help of digital software and
handed as enhanced outputs to the
end user.

Unlike  virtual reality which
requires a highly sophisticated
device and processing techniques
to replicate existing reality or
create a new dimensional reality,
Augmented Reality simply overlaps
the captured data into the real
world, for example, Heads up
displays, rear view monitor in
automobiles etc. Augmented reality
has revolutionized the social media
through captivating filters and
avatars, e-commerce platforms with
special reference to clothing and
accessories, completely flipped the
gaming industry through location
based multiplayer applications,
breakthrough in medical field
offering training to surgeons and
real-time guidance in critical
surgical operations, precise and
crucial supportto defense personnel
through advanced systems and
state of the art expertise in satellite

remote sensing , weather analysis,
quality control and other industrial
safety systems.

Now the growing competition in
any industry especially the banking
sector mandates the companies
to provide not only a timely and
responsive service but also a
service garnished with exciting
experience. Recently there has
been an enormous growth in the
adoption of technology services.
High speed network bandwidth,
super-fast cloud computing which
is on par with real-time operations
and Artificial Intelligence have
laid the perfect foundation for
creating a huge positive impact on
the society as well as improvising
their user experience in an exciting
and interactive manner. Customer
engagement will also be improved,
and query resolution will be more
effective.

Some of the applications of
Augmented Reality in day to day
banking are using of real-time
video for verification of 'Know Your
Customer'. The software captures
the image of the person through
smartphone or mobile device and
matches the captured data with the
officially valid document present
in banks records and renders the
respective output whether the input
matches with the official records.
This process can save a good portion
of time from the banker's as well as
customer's point of view.

Another commonly used application
is geo-tagging, when a the user visits

a site for due diligence or while
visiting for recovery proceedings
using camera and Global Positioning
System (GPS) the person will be able
to create an official record of visiting
the site which can be used a part of
official evidence. Similarly, the same
technique can be used in real-time
for navigation i.e. the user will be
able to locate the nearest branch or
Automated Teller Machine (ATM)
just by making use of smartphone
application with camera and GPS
location services enabled in their
mobile device.

With the help of program code
specially decided to read the
security features in debit/credit
cards or gift cards, the mobile
banking or internet banking
application through the device
camera can capture the card details
and the registration or activation
of respective card can be made
hassle free and user friendly. This
will cut the cost and time required
to travel to nearby branch or ATM.
The same feature can be used to
provide additional information like
transaction statement, available
balance and location where the
point of sale service was utilized.
At the same time, it is our essential
responsibility to implement
very strict security measures
on the software part also. The
card pertaining to one customer
should be made non readable by
other user’s mobile or internet
banking application login, so that
user's interest is always protected
and at the same time a delightful

/
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experience is delivered.

The digital boards and signages
can be equipped with Augmented
Reality features with the help of
QR codes. QR codes referring to
important webpages from our
Bank's website can be affixed at
different areas of branch/ATM
premises thereby enhancing the
self-service experience for trivial
and day to inquiries be it product
description or rates of interests
for deposits and lending facilities.
Link to short informative videos
can be displayed as QR codes
which will serve as tutorial for
operation of ATM/Cash Deposit
Machine, passbook printing kiosk
or Cheque clearing kiosk. Different
features of various products
can be easily made accessible to
customers with a smartphone and
internet connectivity. As a result,
an employee will be able to service
several customers simultaneously
in a relaxed and stress-free manner.

The signature verification
solution can be incorporated into
a handheld device with a camera
and the signature of customers
in documentation and security
instruments can be verified for
authenticity by addinga very minute
and optimal level of tolerance to
image recognition mechanism.
Again, while embracing the ecstasy
offered by Augmented Reality in
customer service the first topic in
question is the level of security of
the software platform and reliability
of the hardware device in handling
confidential information. The
technology infrastructure should be
robust and reliable enough in order
to ensure maximum availability to
the customers.

Artificial intelligence coupled with
Augmented Reality can empower
ordinary chatbots into more
effective virtual assistants offering
a more interactive experience, just
by using a compatible mobile device
or smartphone. Thus, everyone will

be able to avail the same level of
accessibility on par with scarcely
available high-tech virtual reality
devices without the support of
costly equipment or accessories.

While we can offer a wide variety
of customer services through
Augmented Reality technology all
those should be based on a few
principles, the service should be
responsible enough to handle the
customer needs, strategic enough
to support the business, should
be able to lead the change for a
better tomorrow, should be diverse
enough to include each and every
person's needs into consideration
and should be able to keep up the
development in order to meet the
day to day challenges.

Arun Sudarson S.
R.O., Kadapa
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