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Facilities through Customer Care for
Mitigating Cyber Frauds:

Below are the list of helpful services available to customers through

banks Call Centre/IVR:
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Request for Account
Statement

Balance Enquiry

Details of last 5
Transactions

Suspension of
Mobile Banking

Suspension of
Internet Banking

Speak to Customer
Care Executive

Request for SMS Alert

Hotlisting of debit card through IVR/customer care
executive’s assistance
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Never click or download any .apk/.ipa files, links, etc. impersonating Banks’s name and
logo received via WhatsApp/Telegram/SMS for redeeming rewards point, KYC update
or account reactivation. Bank never sends such messages.
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\ DETAILS OF UNIONB
How to know SMS Header Information?
The Header UNIONB has been
assigned to UNION BANK OF
INDIA, 6TH FLOOR,UNION BANK
BHAVAN,VIDHAN BHAVAN
MARGS,NARIMAN

Send SMS to 1909 with following SMS content
“DETAILS OF <SMS Header>"
Example: DETAILS OF UNIONB
POINT,MUMBAI, Mumbai,

Maharashtra, 400021. for
‘\ Service/Transactional U4
\\ communication. ,/

N i i e e e e

,,/"_d_)_é bit/Credit Card Safety Features Available -\\\
in our Bank s App:
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Debit Card Set Debit Card Limit

Debit Card
Please select

Account Number @

XXXX XXXX 2137
Available Balance

¥76,192.96 O Card Limit

P S CHOUDHURY Select channel to set new Limit

YO0 XXXX XXXX 2954  Limit
Valid Thru09 / 2 ¥2,25,000 ' O ATM Withdrawi ¥
Existing Limit ¥ 00,000

O pos

= = Existing Limit 2 00,000

Hotisting Block/
Unblock

Set Card Limit

2 sss @i

Payment Generate Request New
channel Card Pin Debit Card
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Payment Channel Setting

—_— S

Debit Card
Please select

Select Channel Domestic
J ATM Withdrawals
O Pos

) E-Commerce

Select Channel International
[J ATM Withdrawals
O pPos

|| [ 459249X000XX(X3002 [PRIMARY] v

CARD CONTROL

POS Transactions [ @
0 7100000 [—? 50000 [
Online Transactions ( @

*0 7100000 ['20000 )

ATM Transactions

Contactless Transactions &«

= 100000 | 5000
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“Don’t wait for the breach to teach.”

g - Report Suspected Fraud Communication
(Report any suspected fraud communication received within last 30 days)

To Report suspected fraud communications received through Call/SMS/WhatsApp messages related to Bank Account / Payment Wallet / SIM /
Gas connection / Electricity connection / KYC update / expiry/ deactivation, impersonation as Government official / relative, sextortion related

etc. at: https://sancharsaathi.gov.in/sfc/

Cybersecurity Centre of Excellence (CCoE) To report cybercrime call 1930 (Toll-Free) or register @ www.cybercrime.gov.in




Message from
Ms. A. Manimekhalai
MD&CEO

Union Bank of India is committed to empower customers with
enhanced digital experiences through various customer friendly digital
products. In today’s digital world, where financial transactions breach
and cyber threats loom large, cybersecurity awareness is the first
line of defence.

Through this book “The Cyber Security awareness guide” one can learn
to prioritize cybersecurity awareness and education to mitigate risks,
strengthen defences, and contribute to a safer and more secure digital
ecosystem.

Message from
Shri Sanjay Rudra,
Executive Director

In today's ever-evolving digital landscape, cybersecurity is no longer
an afterthought - it's the foundation of trust. At Union Bank, we're
committed to providing a safe and secure banking experience for all
our stakeholders. This magazine serves as a crucial step in that
journey.This issue delves into the latest threats and empowers you
with the knowledge to protect yourself and your loved ones.

| encourage you to not only educate yourselves but also share this
knowledge with your loved ones. By staying informed, we can navigate
the digital landscape with confidence.

Message from
Shri R P Singh,
CIsO

As one of the largest Banks in the country, we need to empower our
Customers with latest knowledge on cybersecurity best practices. By
prioritizing cybersecurity awareness and education, individuals can
mitigate risks, strengthen defences, and contribute to a safer and
more secure digital ecosystem.

Remember, when it comes to cybersecurity, awareness is the first line
of defence. This book is published in view of educating our Staff and
Customers to safeguard them from the hazards of Cyber fraud tactics.
| urge all readers to make the best use of it.
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How to Enhance Aadhaar Enabled

Payments Security?

Fraudsters collect biometric data from websites/shops/ SIM
card outlets & use them to steal money from Aadhaar linked
bank accounts. f-\

(S

\)r

Methods for locking/unlocking biometric data for Aadhaar payment

when not in use?

+ Using
mAadhaar App

- Using VIDAI

+ Sending SMS

website to 1947

®

LOCK

How to Lock/Unlock Aadhaar Biometric through SMS/OTP:

UNLock (@)
I )

Step 1: Send SMS to 1947 with the words GETOTP and the last four digits of your Aadhaar card number.

Step 2: Send another text message to 1947 with LOCKUID [SPACE], the last four digits of your Aadhaar card
number [SPACE], and the previously obtained OTP. Aadhaar Biometric will be locked.

Step 3: Repeat step 1 first, then send a text message to 1947 with ‘UNLOCKUID [space], the last four digits of
your Aadhaar card number [SPACE], and the previously obtained OTP. Aadhaar Biometric will be unlocked.
Step 4: A text message confirming the current status of your Aadhaar card number will be delivered to your

registered mobile number.

12:257

My Aadhaar

HITT qTHhI
GOVERNMENT OF INDIA

5 fafd f DOB:
@t

AU 3T AR, ¥ Gga

Front View
[3 SetAadhaar Lock
F Lock/Unlock Biometrics

& Generate TOTP 4 Generate VID

Aadhaar Card Biometric Lock through
UIDAI Portal

To lock their Aadhaar biometrics, an
applicant should follow the guidelines
below.

Step 1: Visit UIDAI's official website.
Step 2: Go to 'My Aadhaar' and

select 'Aadhaar Services' from the
drop-down menu. Now, click on
'Lock/Unlock Biometrics.'

Step 3: Tick the box, then select
'Lock/Unlock Biometrics.'

Step 4: Enter both your 12-digit
Aadhaar number and the captcha code.
Step 5: Enter your OTP, then turn on the
locking feature.

Step 6: Aadhaar biometric data will be
encrypted.

Aadhaar Biometric Lock through
Mobile Application

Step 1: Access your mAadhaar app.
Step 2: Click the hamburger icon
(three vertical dots) in the
application's upper right corner.
Step 3: Check the Enable Biometric
Locking box under Biometric
Settings.

Step 4: An OTP will be obtained from
your mobile number and
automatically entered into the
application (there is no option to
enter the OTP manually).

Step 5: Your biometric is locked once
you authorize it. The lock, however,
may take up to 6 hours to activate.

Cybersecurity Centre of Excellence (CCoE)

To report cybercrime call 1930 (Toll-Free) or register @ www.cybercrime.gov.in
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How to Enhance
Your Email Security?

Phishing emails are designed to deceive the user to collect
sensitive personal information and it provides the attacker, an
initial access to your computer/mobile. N

Methods to enhance Email security:

4+ Always use a Strong Password: Weak, reused, and leaked passwords are the most common cause
of email account compromise. Always use Multi-factor authentication (MFA) wherever possible.

4+ Never click on links in emails received from unknown senders.

#+ Never download attachments from unsolicited emails.

4 Always use antivirus/antimalware software in your computer/devices & update them regularly.

4+ Regularly check & monitor your email login activity.

r credit card detaiis in our client area. "For

r credit card details in ourclient area. "For

Manage your Googhs Account

New Chrome Incognito wb Il hosting accounts are suspe

Search history

Delate tost 15 min r credit card detaiis in our client area¥y

Rasuits about you

Dark web report

Your dats in Search

Settings
Help & foedback

This account does not seem to be open in any other location. However, there may be sessions that have not been signed out.
Visit Security Checkup for more details

Recent activity:

Access Type [ 2] Location (IP address) [ 7] DatefTime
(Browser, mobile, POP3, efc.) (Displayed in your ime zone)

245‘8:;:;6% Gonge Browser (Chrome) Show details * Qatar 11:16 am (0 minutes ago)
iy it iy S Mobile Qatar ([ 9:45 am (1.5 hours ago)
O M rmicn  perion Browser (Chrome) Show detals * Qatar 9:36 am (1.5 hours aga)
b Browser (Chrome) Show details * Qatar 9:04 am (2 hours ago)
' _________ = Browser (Chrome) Show details * Qatar Feb 21 (20 hours ago)
Cncpto? = Browser (Chrome) Show details * Qatar Feb 21 (22 hours ago)
s Browser (Chrome) Show details * Qatar Feb 21 (23 hours ago)
B S Unknawn Qatar [ Feb 21 (1 day ago)
Browser (Chrome) Show details Qatar [ Feb 21 (1 day ago)
Browser (Chrome) Show details Qatar Feb 21 (1 day ago)
o * indicates activity from the current session.
Google View After Firing User Name & Password
Configured Device vill get a 2Fa Auth Prompt 3
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#

Google r credit card detaiis in our client area. "For 7/4720

s ymat oo

I8 it you trying to sign in?
¢

r credit card details in ourclient area. "For 7/3720

Il hosting accounts are suspe ed 7 days after the d... 772720

r credit card detaiis in our client area%y 772720

t account activity: 1 hour ago

Configured Device will get a 2Fa Auth Prompt

This account does not seem to be open in any other location. However, there may be sessions that have not been signed out.
Visit Security Checkup for more details

Recent activity:

Manage your Googhe Account

Access Type [ 2] Location (IP address) [ 7] Date/Time
G GG (Browser, mobile, POP3, efc.) (Displayed in your ime zone)

Somocts tiotary e Browser (Chrome) Show details * Qatar 11:16 am (0 minutes ago)
e el W Mabile Qatar ([ 9:45 am (1.5 hours ago)
Results about you Browser (Chrome) Show details * Qatar 9:36 am (1.5 hours ago)
Browser (Chrome) Show details * Qatar 9:04 am (2 hours ago)
Browser (Chrome) Show details * Qatar Feb 21 (20 hours ago)
Browser (Chrome) Show details * Qatar Feb 21 (22 hours ago)
Browser (Chrome) Show details * Qatar Feb 21 (23 hours ago)
Unknawn Qatar [ Feb 21 (1 day ago)
Browser (Chrome) Show details Qatar [ Feb 21 (1 day ago)
Browser (Chrome) Show details Qatar ([ Feb 21 (1 day ago)

@ Dark web report

@ Your dats in Search

83 Settings

@  Help & feedback

* indicates activity from the current session.
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How to Enhance
Your Mobile App Security?

Scammers distribute .apR/.ipa of Fake/Malicious Mobile App
through social media, WhatsApp messages, Telegram channels

&L SMS to commit cybercrime.

\

Methods to enhance App security:

Always download apps from official app stores (such as Google Play Store, Apple App Store &
Govt. App Store) as they have stringent security checks in place.

Always check the app details before you download to filter out fake or malicious apps - look at
who the developer is, look for User reviews, Number of downloads etc.

Always review permissions that are requested by the application.

Always use antivirus/antimalware software in the system/computer & scan it regularly.
Regularly check the installed applications in your mobile device and delete unknown or idle apps.
Avoid downloading apps received through WhatsApp, SMS, emails, social media messages.

FEEE = F

10:10 <« Q

- Q Moy Ay
P Allow Permissions to @;’gg Union ease - Mobile Banking mAadhaar
access photos, media, o Bkt : Unique Identification Authority of India

and files on your Comowa ) o )
device? —_— ~——

What's new e > What's new e
EI Don't ask again Last updated 24 Apr 2024 Last updated 5 May 2024
MSME services such as Stock Statement, Solvency certificate, POS,
Udyam, GST & Bug fixing

Notification Implementation

DENY ALLOW

Your review Rate this app

Allow all the time Rakesh Ray N
Kk kkok 150219 : 7:\47

Tell others wh u thinl

The Ul is really awesome and easy going functionalities... liked the app

Allow only while using the app very much.. Write a review

Ask every time UnlonBankchndls ez A STt

Thanks for appreciating our ef ‘ou may follow us in
Linkedin @unionbankofindia, @unionbankinsta,
YouTube @UnionBankofindiaUtube, twitter @UnionBankTweets &

Deny About this app

Edit your review mAadhaar-UIDAI's official App for Aadhaar holders with an array of
services

. App support v ﬁ\TI&Il[ t servi
See all App 1 permissions PP supp (Tools ] ([ Travel stocal ) (" Government services

See all apps with this permission AboutthiSapp -

The-Mobile Banking Application of Union Bank, One app to all your
Banking needs

( Finance J [ Bank and online banking )

©
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Allow Permissions to Q agnsz Union ease - Mobile Banking = mAadhaar
access phOTOS, media, Union Barkoficia Z0 Unique Identification Authority of India

device? e —

What's new e > What's new
D Don't ask again Last updated 24 Apr 2024 Last updated 5 May 2024
MSME services such as Stock Statement, Solvency certificate, POS,
Udyam, GST & Bug fixing

Notification Implementation

DENY ALLOW

Your review Rate this app
Allow all the time Rakesh Ray Tell others what you think

e Ak 15/02/19 : ¥ e ¥

Allow only while using the app The Ul is really awesome and easy going functionalities...! liked the app

very much.. Write a review

i Union Bank of India 15/0219
Ask every time App support
Thanks for appreciating our endeavors. You may follow us in
Linkedin @unionbankofindia, Instagram @unionbankinsta,

YouTube @UnionBankofindiaUtube, twitter @UnionBankTweets & .
Deny About this app

Edit your review mAadhaar-UIDAI's official App for Aadhaar holders with an array of
services

App support ~ ( 3 B
See all App 1 permissions PP supp (Tools ) ( mavel slocal J[ Government services J

5Cr+

Rated for 3+ @

§ 35%
See all apps with this permission Aboutthisapp > 3L reviews ©

wvernment @

The-Mobile Banking Application of Union Bank, One app to all your

(Finance ] ( Bank and online banking 1

Rated for 3+ ©
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How to Enhance Your
Social Media Account Security?

&  Scammers create fake profiles on social media platforms
(sometimes using data available from Original profile) to
collect sensitive personal information (PII), with a motive

to defraud individuals.

)| 5@
Methods to enhance your Social Media Account security:

Avoid sharing your personal information like address, mobile number, personal email id and
other sensitive identity related information on social media.

Do not share your personal pictures online publicly on social media accounts.

Never accept friend requests without appropriate verification and confirmation.

Never click on suspicious links or download any app received through messages for logging into
your social media accounts until you verify the authenticity of the source.

Use different passwords for different social media accounts & Enable multi-factor
authentication.

Disable profile visibility from public searches.

Never share social media credentials with anyone & log out after each session.

Keep the privacy settings of social media profile at ‘most restricted level’, especially for public
viewing.

Apply maximum caution while sharing photographs, videos, status and comments etc. as cyber
criminals may collect enough information about the user from these posts.

TR Y ok el ST SR S S B

< Privacy Shortcuts

m Privacy Check-up <e——

—
] Who can see my stuff? ~

See your future posts?

Where do | review who can see things I've
posted or been tagged in? >
Use Activity Log

n Who can contact me? hd

ho can send me Triend requests
Friends of friends

=) How do | stop someone from 7 A — .
. bothering me? - — - Settings

You can block someone to unfriend them and prevent i Your accourn T
them from starting you or seeing

things that you pos: =. People you block ©° General " Twitter Blue
an see : f you share in groups, Privacy Sumimgs s Se

>
>
Se ogin
Security and account access >
=3 £ privacy _
C Privacy and safety >
T Timeline and Tagging
cking ]
>

aaaaa

Notifications
Privacy Basics > [: Language
Face Recognitior Accessibility, display, and languages

More Settings >
Additional resources 7
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< Privacy Shortcuts

m Privacy Check-up

—
[~ Who can see my stuff? ~

>
Where do | review who can see things I've
posted or been tagged in? >
Use Activity Log
n Who can contact me? b
>
=) How do | stop someone from —

bothering me?

a
line. People you block
f you share in groups,

Privacy Basics

More Settings

>
i >

Security and Logir
Security and account access >

===y  prives

Privacy and safety >
>
4| Face Jnitior >

MNotifications

Accessibility. display. and languages

Additional resources >8




How to Enhance Your
Mobile Device Security?

Fraudsters infect user’s mobile devices through phishing, hacking,
call forwarding, SMS for undertaking malicious activities [ike

stealing sensitive personal information (PII) to siphon off money.
—

A

Methods to enhance your Mobile Device security:

Always use password/PIN/biometric lock for accessing your mobile device.
Always use an antimalware/antivirus software in your mobile phone and scan it regUlarly.
Never download apps from 37 party app stores. Always download from official app stores only.
Never download .apk/.ipa files shared through social media messaging apps.

Don’t leave your mobile device unattended or don’t give it to unknown people.

Always take back up of your device data to avoid data loss in case of any cyber incident or
losing your mobile unfortunately.

Use Google’s “Find My Device” feature to find your lost mobile & erase data remotely in case
of necessity.

- =+ FFFEF

Google Find My Device

s B 101

Your device is clean
No i

issues were found

Total scans 30 days All time

Motorola moto g(7) ®

Last seen 14 hours ago via
Maps Timeline

Transfer Your Apps
& Data

[» pLaY sounD >

” Get your existing apps and
no threats
Device will ring for 5 minutes, even if set to silent S) 53 found Q©

information, like photos, notes and
reminders, onto your new device.

4]  SECURE DEVICE > 4

[ Q From iCloud Backup

From Another iPhone

eor

one number on the lock screen. You can stil & ;

locate the device after it's locke

[T1 From MacorPC

%] ERASEDEVICE > ® App anomaly scans

Erase all content from the device. After your [ | (o]

device has been erased, you can't locate it @ o
9 e S w
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4] SECUREDEVICE >
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® App anomaly scans
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How to Enhance Your
Desktop/Laptop Security?

Cyber criminal uses various methods for hacking a wvictim’s
computer/device such as infecting them with a virus or malware.
Hacking may lead to data corruption/deletion/stealing.
Sometimes, it is done by Rnown people and insiders in an

organization by taking advantage of the user.

J\

Methods to enhance your Desktop/Computer Device security:

Never open unknown USB devices directly in your computer without scanning with antivirus.
Always keep your desktop clean. Important files must be kept in folder & secured with
password.

Always use an antimalware/antivirus software in your device and scan it regularly.

Never download apps from 3™ party app stores. Always download from official app stores only.
Never download .apk/.ipa setup files shared through social media messaging apps/unofficial
app stores/websites.

Don’t leave your device unattended or don’t give it to unknown people.

Always take back up of your device data to avoid data loss in case of any cyber incident or
losing your mobile unfortunately.

Visit & browse safe websites on internet. Malicious websites can download virus into computer.

= &=+ #£+&F& #&

Lock

Switch user

Sign out

Change a password

Task Manager

Cancel

Security at a glance
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How to Enhance Your
WiFi Security?

©  Scammers intercept or hack your computer/devices while they are
connected to free/unsecured WiFi in public places such as a hotel
room, at a railway station etc. for stealing sensitive personal

information (PII) & use it for various cyber crimes.

I\

Methods to enhance your WiFi security:

Always avoid using public Wi-Fi hotspots.
When you must have to use such Wi-Fi, use VPN to protect the data and the device.

Don’t leave WiFi or Bluetooth of your device turned on when not in use.

Never do financial transactions, access social media accounts or emails using public Wi-Fi.
Make your wireless network password unique and strong.

Always keep your router’s software up to date.

Change the default username and password of your home WiFi router.

Enable MAC Address Filtering while installing WiFi. It will limit the number of devices that can
connect to the home network.

EFEFEEEEE

Wireless->Wireless MAC Filtering page, click the Add New button.

p set up your wifi
Wireless MAC Filtering stap away to complete

Wireless MAC Filtering: Disabled

Filtering Rules
() Denythe stations specified by any enabled entries in the listto access.

@ Alovethe stations specified by any enabled entries in the listio access,

ID  MAC Address Status Description Modify
1 ED.05.C5-84-20-89 Enabled home Modify Delete

([ AddNew.. ]|[ Enable Al | [ Disable Al | [ Delete All ]

o Important

ROUTER REQUIRES UPDATE

Your router requires an update to complete the setup process. Click Update Now or
run the setup software that came with your router.

13
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Wireless->Wireless MAC Filtering page, click the Add New button. S?ifﬁ;&?ﬂ:p‘ffﬁ

Wireless MAC Filtering

Wireless MAC Fitering: Disabled

Filtering Rules
(" Denythe stations specified by any enabled entries in the list 1o access.

@ Alovethe stations specified by any enabled entries in the listfo access,

ID  MAC Address Status Description Modify
1 E0.05-C5.84.20-89 Enabled home Modify Delete

[ Addwew.. J|[ Enanle Al ] [ Disable Al | [ Delete Al |

ROUTER REQUIRES UPDATE

Your router requires an update to complete the setup process. Click Update Now or
run the setup software that came with your router.

Update Now




How to Enhance Your

Password Security?

&  Simple and commonly used passwords used in device/accounts

W (e social media/Email/Banking accounts etc.) enables

| intruders to easily gain access and control of a computing
device/account and perpetrate various cyber crimes.

)t

Methods to enhance your Password security:

Never use personal information in password.

Include a combination of letters, numbers, and symbols to make a password stronger.

Use Strong, Unique Passwords: Avoid using the same password across multiple platforms.
Change Passwords Regularly. Update your passwords periodically to enhance security.
Avoid using dictionary words. Hackers use malicious programs to crack it easily.

Always use multi-factor authentication (MFA).

Never share your password with anyone.

Always use virtual key boards on internet sites if available. It saves hijacking of key strokes.
Make password length of eight characters or more for stronger password.

Never use one word passwords. Always use long phrases for password.

Jladls e iz Jle s

T = 1 = 1 rj [ Strong password Stronger passwords
E o
__l My password: Walk2milestoday WALK2M! LE$2day

FEFEFEEFEEEEF

[— T123456—  edWdl;8pte 3
D § Keepitlockeddown K33p ! tLOCK3dDOWN
___aul 3L e —
“ C “ V ll B.J‘ N l M l[_ learnfromanyone 13@rNfroMenyon3
H S f I Y P d 9 Time it would take a computer to crack
ow a e s ou r asswor = a password with the following parameters
Lowercase At Least One At Lease One Uppercase At Lease One Uppercase
Letters Only Uppercase Letter Letter + Number Letter + Number + Symbol

! :

: :

a
o 4
g oo
s
= 9 19 hours 3 days 3 weeks

10 1 hour 1 month 7 months

11 1 day

12 3 weeks
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_] l LI l 5J l = J l : J l dJ [ Strong password Stronger passwords

= L~ b= -4 ”—j[
; l 3
My password: Walk2milestoday WALK2M! LE$2day
123456 edWcl;8pte B |
l l : __aul J 1 .

Keepitlockeddown K33p ! tLOCK3dDOWnN

i K
“ ‘ ‘\ vV ll;:J‘ N l M lf— learnfromanyone 13@rNfroM@nyon3
How Safe Is Your Password? fimelt pould ke o eomputent cree

Lowercase At Least One At Lease One Uppercase At Lease One Uppercase
Letters Only Uppercase Letter Letter + Number Letter + Number + Symbol
: :
]
£ e
s
= 9 19 hours 3 days 3 weeks
10 1 hour 1 month 7 months 5 years
11 1 day 5 years 41 years 400 years

12 3 weeks 300 years 2,000 years 34,000 years




How to Enhance Your
Debit/Credit Card Security?

Fraudsters obtain victim’s debit/credit card information through
various social engineering techniques like skimming at ATM/PoS
terminal, physical theft, phishing/vishing/smishing or card
swapping at places like restaurants/hotels to siphon off money
'\ from the victim.

Methods to enfiance your Debit/Credit Card security:

Enter the PIN yourself in ATM/PoS machines taking due care to hide the PIN.
Check for hidden cameras/skimmer devices before withdrawing cash.
Physically check the keypad to ensure it does not have an overlay device.
Do not allow anyone to stand beside or behind you while carrying out transaction in ATM/PoS.
Do not keep a PIN which can be guessed easily. Keep changing your card PINs.

Ensure you get transaction receipt or confirmation through SMS.

Never hand over your credit/debit card to waiters in Hotels/Restaurants for billing. It can lead
to exchange of card and leaking of sensitive credentials like Card details, CVV, Expiry, name &
account no. etc.

Check your card statements regularly to make sure all transactions are genuine.

Always review your card usage limit & other control settings (like daily transaction limit, PoS,
Domestic & International Ecommerce, ATM withdrawal, Tap & Pay etc.) as per your
requirement and disable them if not required.

4+ Always keep your international usage disabled & enable on requirement.

FEEEEEE

¥+

= A g () nion Banka w =3lAa 3T ({]) Union Bank s w

ACCOUNT SUMMARY CARD CONTROL
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r:__:7'[0’(/(/ to Enhance Social Medi
~ App Security?

Fraudsters use social media apps like Telegram, WhatsApp,
Messenger & other messaging apps to steal money by gathering

personal credentials through phishing links, malicious .apk files.
Te e[égmm App Security:

Always enable 2 factor authentication in Telegram app (Settings > Privacy and Security

> 2-Step Verification). Settings
v" Always use strong password (set up PIN/Password/Pattern lock) for your app. L N o
v' Use private chat option settings to chat in groups without making your phone number | & privacyandsecuriy
visible to others (Settings > Privacy and Security > Phone Number). (®  Dataand Storage

v" Never click or download any link, .apk/.ipa file or any suspicious documents received
from unsolicited contacts.
v Never accept group invitations received from unknown senders if you are not sure about

Chat Settings
) Stickers and Emoji

Chat Folders

it. .
v Always keep your app updated to ensure you have the latest security patches & features. | o evices
v Avoid sharing personal information with unknown contacts as it could lead to attempt | @ rtaguece
of phishing.

‘f Telegram Premium

Wﬁatsﬁlpp Security:

Always enable 2 factor authentication for WhatsApp (Settings > Privacy and Security >
2-Step Verification).

v" Never click or download any link, .apk/.ipa file or pdf documents received from
unsolicited contacts.

v" Never accept group invitations received from unknown senders if you are not sure | ¢

Settings

Account

about it.
v' Always keep your app updated to ensure you have the latest security patches & | = memasens e
features. o Notlications

Message, group & call tones

v" Avoid sharing personal information with unknown contacts as they could lead to
attempt of phishing.

V' Regularly update WhatsApp to the latest version to benefit from security patchesand | o ®
new features.

v" Manage Your Privacy Settings: Go to Settings > Account > Privacy and adjust settings for
last seen, profile photo, about and status to limit who can see your information.

v" Always check your Group Privacy settings: Go to Settings > Account > Privacy > Groups
to control who can add you to groups.

v" Periodically review your devices linked to your WhatsApp account and remove any that
you do not recognize.

Messagmg App/SMS Security:

Never click or download any link, .apk file or pdf documents received from unsolicited ;l‘;“c’k‘edwd'ﬁ'y’;zg‘;g“u‘;f;fee"

v" Always use strong password (set up PIN/Password/Pattern lock ).

v" Avoid sharing sensitive personal information through messaging apps unless absolutely
necessary.

v" Set a screen lock on your phone to prevent unauthorized access to your messaging app
if your device is lost or stolen.

v" Always review access of SMS app requested by other applications. Never give

permission if not required.

e} Storage and data
Network usage, aute-download

* Invite a friend

Cybersecurity Centre of Excellence (CCoE) To report cybercrime call 1930 (Toll-Free) or register @ www.cybercrime.gov.in




30 ree HifSar Qw1 YRafm B TGI0?

TS fafte A Hifsar Toy, oY S /&geauy,
® AR IR 37 T DT e ot Doy SiR BT fRofamy,
Bl U apk BTEE BT W HRF MU A THBRY
BRI PP SFIIPT NI J T TR B

I U &
v T U H R 2 TaeR THTORERUN Y ger By | (A > m@xﬁagy&mz@nm
v 3R W & fore &3 uras (O/arras/ Ue did) &1 8 TanT & | -

v GIRI B U HR fard foe F5g H d¢ BRd ged AT H Urgde =e fadbed b1 | o
TN Y @fE™ > Urgadl 9 GRaf > B ) | 8 o
v 3[R, SFIRIGd Wudh F J U WfeTe gxdrdel iR .apk/.ipa BTEdl R 7 fade rvacysnd seeuty
B 3R T 8 3% HHt SRS B
v g 3 Ugd A e S § af 3T Uwehl & Ig-fAu &l WieR A7 R i
v GR& UF R T gfaemsl &1 arH o & o Freuiw & Mafid ¥ U 9 Jdiaay | ¢ e
v R U A B ot Srueft Fsht ST Aren 7 @Y, s R B ek g | o
RIHUW Y&l E—

v e & e 2 TR THTONERT BT TRRT & (&f > Urgadt g QRafm > 2-1Y JdTgH) |
v 3F1d 94U ¥ UT Tt 4t foip, .apk/.ipa BIsd a1 TSITE Bed R HHT 7 faaed 3, qﬁmﬁm
Gy
v g 319 ugd B e S § <Y 3rTd ueht & g e b it TR 7 R
v Re T 3R T glawrs &1 Ay SoM & for Yy ) i U ¥ FdiHan
IR0 T 3UST P |
v &mgﬁiﬁﬁwﬁmﬁmﬁﬁﬂquﬁ,%ﬁﬁﬂaﬁaﬂmaﬁ
Pl 6l
forn Afw & sofera ufkada &), Mwrsd o, 3= SR & iR Wed (@[T 3R | © i
WTH) W SR FAEd IR B SHT0D! WIS B THGR] HH-HH @ IhAT gl | o e
v U 3O Tg UTZad! AT &1 oifd &: A R MY > hrae > MEad! > g
SR i 3 Bl BH-DH 3D Jg § Sis Yeba 2 ———
v JHI-9HY R 309 FeIW S J Weg [Sasdy & ofg &3 3R g s
5! Ugad & 3 8l G|

TS U/ U YR :

v 3T 9% 9 U fareit ot fofap, .apk/.ipa W@ a1 UTSITW Hisd WR A fadd &y,
7 g SIS B

v 3T Vw & o e ures (o /umas) B if) o1 & weim | o it e

v e DI T 3ATTLYD 7 Bl 79 b Bl YbR Bl Hda-TRiiel SHDRT AT [ N
W & A1 3 415l T B

v fEIRa IRt g SR G I &1 RUfT & spar amr Rufert 7 o srom i
& MG Ugd - & Q7Y 30 i TR b1 dids s |

v BHRN 3 URIHRE gRT SRIMT THUATY UW &) Ugd &1 GHien L afe
3fTa=ad A g dl Haft o srgAfa A €1

Cybersecurity Centre of Excellence (CCoE) WTgaR 3fURTY @ RUIE B & 1T 1930 (S1d-36Y) TR Pidt B 314aT www.cybercrime.gov.in TR &St &Y |




Steps to Report  suspected Cyber Fraud
communications recetved through Call, WhatsApp,
SMS in CHAKSHU Portal:

Chakshu facilitates citizens to report the suspected fraud communications with the
intention of defrauding telecom service users for cyber-crime, financial frauds, non-
bonafide purpose like impersonation or any other misuse through Call, SMS or
WhatsApp.

Few examples of suspected fraud communications are communication related to Bank
Account / Payment Wallet / SIM / Gas connection / Electricity connection / KYC update
/ expiry / deactivation, impersonation as Government official / relative, sextortion
related etc.

Note: If you have already lost money due to financial fraud or are a victim of cyber-crime, please
report at cyber crime helpline number 1930 or website https://www.cybercrime.gov.in. Chakshu
facility does not handle financial fraud or cyber-crime cases.

Step 1: Login to the CHAKSHU Portal https://sancharsaathi.gov.in/sfc and select the CHAKSHU option under
“Citizen Centric Services”.

S e S d&] - REPORT SUSPECTED FRAUD COMMUNICATION

o A b Helps you report suspected communication received through
g Call/SMS/WhatsApp intended for cyber crime, financial fraud,

fake customer services, KYC update, loan offer / job offer etc.

Hon'ble Minister of State

‘Sanchar Saathi’ — an Integrated Citizen Centric Web Portal
Dr. Pemmasani Chandra
Sekhar ACCESS NOW ») https://www.sancharsaathi.gov.in

o A @
BLOCKYOURLOST / STOLEN MOBILE PHONE KNOW YOUR MOBILE CONNECTIONS (TAFCOP) REPORT SUSPECTED FRAUD COMMUNICATION

(CEIR) TR T r. (CHAKSHU)
- 83,68,100 N 70,80,234

18,48,367 M 10,75154 u requests received o | st 58.424 w 12,825
mobiles blocked \ . mobiles traced requests received | | requests resol

Step 2: Select the “CHAKSHU” option under “Citizen Centric Services”.

"""" - | 83,68,100 "‘% 70,80,234 "
18,48,367 _!g | 1075154 o Lo < requEs 58.424 _& | 12,825
mobiles blocked mobiles traced requests received 5 requests resols
‘s, Citizen Centric Services
New ‘ ‘ ‘

REPORT SUSPECTED FRAUD BLOCK YOUR LOST / STOLEN KNOW YOUR MOBILE
COMMUNICATION MOBILE @ CONNECTIONS

CHAKSHU CER TAFCOP

KNOW YOUR MOBILE / IMEI Py REPORTINCONING KNOW YOUR WIRELINE INTERNET
VERIFICATION &) INTERNATIONAL CALL WITH SERVICE PROVIDER (ISP)
o INDIAN NUMBER -
RICWIN

| Cybersecurity Centre of Excellence (CCoE) To report cybercrime call 1930 (Toll-Free) or register @ www.cybercrime.gov.in
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Steps to Report suspected Cyber Fraud in CHAKSHU
®Portal Cont.

Step 3: Review the uses of CHAKSHU, then click “continue for reporting”.

N T - Report Suspected Fraud Communication
(Report any suspected fraud communication received within last 30 days)

' Chakshu

Chakshu facilitates citizens to report the suspected fraud communications with the intention of defrauding telecom

service users for cyber-crime, financial frauds, non-bonafide purpose like impersonation or any other misuse through Call,
SMS or WhatsApp.

Few examples of suspected fraud communications are communication related to Bank Account / Payment Wallet / SIM /
Gas connection / Electricity connection / KYC update | expiry / deactivation, impersonation as Government official /
relative, sextortion related etc.

Note: If you have already lost money due to financial fraud or are a victim of cyber-crime, please report at cyber crime
helpline number 1930 or website https:/www.cybererime.gov.in. Chakshu facility does not handle financial fraud or

cyber-crime cases.

Step 4: Fill out the form with details such as medium, category, timing of the suspected fraud communication
received & upload the screenshot of the same.

Ve

T& - Report Suspected Fraud Communication

| Medium of Suspected Fraud Communication
Please select how you received the communication”

Select Medium

| Suspected Fraud Communication Details

All* marked fields are mandatory.

Select Suspected Fraud Communication Category &
Select Category

Attach a screenshot

Date and Time of the suspected fraud communication”

[
(-]

Step 5: After filling out the form completely, enter the complainants personal details, verify the mobile no.
with OTP & then submit.

Enter complaint details”

Complaint detalls

l Personal details

All* marked fields are mandatary.
Enter your name’

First Name Last Name

Enter the phone number on which suspected fraud communication was received”

401 | ggneugen:

| QTP Verification and Submission

d;g;;&’g ‘ a

o Verify Mobile via OTP

| Cybersecurity Centre of Excellence (CCoE) To report cybercrime call 1930 (Toll-Free) or register @ www.cybercrime.gov.in




of India

Y WY &1 Iushd A Government of India Undertaking

do U Union Bank

CYBERDOST

(éz‘m’; "{4’|N|STRY OF \ '::
I&/ cocrdlnutlm &2 HOME AFFAIRS aaq a‘rq-gz a; ﬁ-q m\fw mi ] ‘

@cyberdost

@CyberDostidc O @cyberdost.ide
* o @cyberdostidg
1 93 o ‘ O @cyberdost
0o

— — — S— -
{f‘&im At Wr3E AUy &t fAHad & fav Ruid asi'\}
\_ WWW.CYBERCRIME.GOV.IN |

@cyberdostidc

SCAN QR TO VISIT

=@
SECURITY & YOou

i

B Cyber Cec _rityis =
lncomplet,q without,
U

FOLLOW US

9 @unionbankofindia e@unionBankTweets @ unionbankinsta [ @UnionBankofindiaUtube @ @unionbankofindia @ @unionbankinsta






